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ABSTRACT

Products are transferred from supplier to customer via a supply chain management
(SCM) system. The information and material movement from supplier to manufacturer,
wholesaler, retailer, and customer is integrated and coordinated by it. Product availability
when needed is guaranteed by an efficient supply chain management system. In this sense,
the supply chain’s use of Radio-Frequency IDentification (RFID) technology guarantees that
the appropriate products are available where they are needed. RFID increases the supply
chain’s accuracy and boosts its overall dependability and efficiency. By incorporating
the greatest technologies available, businesses are attempting to address supply chain
bottlenecks. Cloud-based supply chain management (SCM) solutions have been flooding the
market in recent years. Cloud-based SCM is thought to face significant security challenges.
The current RFID-based security protocols are examined, compared to known security
flaws, and their effectiveness in relation to the active RFID tag is assessed in this research
project, which focusses on authentication problems in the various processes of cloud-
based supply chain management applications where objects are tagged with an active
RFID tag. Numerous RFID protocols now in use have been shown to be computationally
demanding. This inspired us to offer safe RFID authentication methods that use less
processing power from the RFID tag and don’t require a reliable third party for cloud-
based supply chain management.Mutual authentication between the participating entities,
transferring the reader’s rights to another authenticated reader by removing reader-to-
reader communication, creating an ownership transfer protocol to stop counterfeit goods
and give the customer verifiability, and creating an object tracking protocol for when
RFID-tagged objects are in transit are the primary goals of this research project.
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INTRODUCTION

Information and networking technologies have a direct
impact on the supply chain management concept’s
ongoing evolution. A supply chain management system
is a collection of software programs designed to control
the movement of information and items as a product
or service from its starting point to its destination.["
The information and material movement from supplier
to manufacturer, wholesaler, retailer, and customer is
integrated and coordinated by it. Product availability
when needed is guaranteed by efficient supply chain
management. These days, cloud computing makes it
possible to use robust analytics to make more informed
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choices. The healthcare, manufacturing, logistics, and
food and beverage industries can all benefit from supply
chain management’s aspects, including relationships with
suppliers, compatibility, specifications and standards,
delivery, and after-sales service. The process of SCM is
intricate and requires a lot of knowledge (Bi and Mu 2010;
Reyes 2011). The products must be tracked to guarantee
their availability in an effective way in order to solve the
inventory and logistics issues in SCM. Benefits of supply
chain management (SCM) are attained by using the right
tools and tactics to assist in managing the increasingly
complicated supply networks of today. The movement of
information and objects across the course of an object’s
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Fig. 1: A Novel Blockchain-Enabled Supply-Chain

life cycle is handled by SCM systems. Cloud storage is
used to share and secure the flow of information. When
an RFID tag is connected to an object, it allows for safe
tracking of its movement both while storage and during
transportation.® The problem is effectively addressed
by this comprehensive strategy. An SCM application with
cloud storage and RFID-assisted object attachment is the
solution under consideration for the research project.
The following are some of the many benefits of the RFID
system in supply chain management: it keeps track of the
condition of the item, prevents counterfeit goods from
entering the market, removes human error in counting,
and enhances accessibility. SCM applications that use
cloud storage benefit from distributed data, anytime,
anywhere access, and stakeholder satisfaction with data
security. Additionally, supply chain firms benefit from
distributed storage because it offers data availability,
scalability, efficiency, and the capacity to use advanced
analytics to make better decisions. It also speeds up
logistics and improves the accuracy and efficiency of the
product flow.>

RFID IN SCM APPLICATION

RFID technology is one of several automated
technologies that businesses can use to better meet
their demands. The use of RFID in the supply chain
guarantees that the appropriate products are available
where they are needed.™ It significantly increases
the supply chain’s accuracy and boosts its overall
dependability and efficiency. Additionally, it facilitates
faster communication throughout the supply chain.

o I

The performance of the RFID technology is enhanced
by its use in a variety of fields.®) The tag, reader, and
server are the three parts of an RFID system in supply
chain management. The tags are divided into two
categories: active and passive. While a passive tag lacks
an internal power source and can only be read at very
close ranges, an active tag can be read and written to.['
Product information and confidential information for safe
communication are contained in an active tag. Data can
be read from the tag and sent to the server thanks to
readers, which establish a connection between the tag and
the server. To verify the information, a reader scans the
tag and connects to the cloud server. The reader may be
a portable electronic device. The data must be processed
and stored by the server. An authenticated reader can
update the tag data.[”? A distinctive RFID tag is affixed
to a product after it has been made. After passing via a
warehouse and a retail location, the product is delivered
to a customer.®! RFID tags are used in the warehouse
to verify an item’s availability. Following purchase, the
customer can use the product’s RFID tag in any new
RFID application. The service provider logs the product
service history in the tag during after-sales support. It is
occasionally necessary to follow a thing for the duration
of its existence. RFID is a significant technology that offers
business owners countless advantages. Every product has
an RFID tag, which makes it simple for business owners
to keep track of their stock. Because RFID tags offer
greater visibility, they will significantly increase supply
chain efficiency by identifying order abnormalities as
they happen and allowing staff to promptly fix errors.
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Additionally, it makes tracking simpler and more reliable,
giving business owners constant control and visibility over
their items. RFID chips can save operational expenses,
streamline the supply chain, and eliminate the possibility
of errors because they offer computerised product
management.[’]

OVERVIEW OF PROPOSED FRAMEWORK

SCM is managing inventory more effectively since the
introduction of RFID technology. RFID delivers real-time
information and guarantees that the right products
are available in the proper location. But this flexibility
also creates privacy and security issues. An opponent
may use unfair competition and the introduction of
counterfeit goods into the market as a result of supply
chain system threats. Sticking an RFID tag to an object
and using an RFID reader to read the tag’s ID number
is a straightforward and well-known technique for RFID
authentication. In these current approaches, the tag
initiates communication as soon as it receives a message
and does not confirm the reader. A denial of service
attack could result if the reader is fraudulent.®’ An
attacker may be able to acquire the stock details if they
manage to compromise the reader, which could provide
a risk to the information assertion. In order to obtain
access or compromise the RFID readers and force them to
authenticate to phoney tags, attackers can also alter the
data in the tags. It is almost impossible to incorporate
reader-to-reader communication and trustworthy third
parties into the design of many of the current delegation
and ownership transfer protocols for SCM. Therefore,
it is imperative that appropriate security procedures
be designed for SCM.It is crucial and difficult to build
security protocols for RFID-enabled supply chains that
meet the crucial security requirements with fewer tag
computations.

Manufacturer Warehouse Q Retail Shop O Customers Q

Distributor O

o RFID authentication protocol

Delegation protocol

st Ownership transfer

Secure object tracking

Fig. 2: Schematic diagram of object
flow and security protocol
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Existing RFID-based security mechanisms for ownership
transfer, delegation, and mutual authentication are
examined and evaluated against known security flaws.
Their effectiveness in relation to RFID tag calculations is
also examined. Numerous protocols have been shown to
be computationally demanding, and some of them fail to
meet crucial security requirements. Additionally, some
protocols are difficult to deploy because they require a
Trusted Third Party (TTP) in their design.!®!

Machine learning models

This inspired us to develop safe RFID authentication
methods that require no reliable third parties and
require less processing power from RFID tags. Some
SCM applications have made use of passive tags. Passive
tags might not be appropriate for many applications
since they lack power and storage. The SCM for moving
chemicals and medications, for instance, must maintain
specific standards for temperature, moisture content,
ambient light, closeness, and orientation. Sensors are
to be installed in the tags in these situations in order to
detect and record the data. Active tags are therefore
appropriate for these uses. Additionally, an active tag’s
interrogation range is more similar to that of passive
tags. Therefore, active tags are taken into consideration
in this study rather than passive ones.['%

APPLICATION

Fig. 3: Integration of RFID system with blockchain for
supply chain process

Businesses should invest in the appropriate technologies
to assist them manage their operations as supply
chains get more intricate and globalised. There are a
lot of documents being electronically shared between
the company, suppliers, and purchasers as a result of
the growing size and complexity of the supply chain.
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Therefore, having effective document storage and
anytime, anywhere access is crucial. A cloud server is
more appropriate in this situation. These papers can be
kept in one place thanks to the cloud. Data coordination
and consolidation are offered by the cloud server.
Additionally, it relieves some of the strain on supply
chain planning and management while offering increased
flexibility and response. Cloud servers are therefore
taken into consideration in this analysis. Figure 3 shows
the object flow schematic diagram and the required
security protocols for each SCM level.

Blockehain with
Smart Contract

Figure 4: System architecture

Machine learning models: DNN

The term artificial neural network (ANN) refers to the
input and output layers of a deep neural network (DNN)
are made up of many layers. Although there are many
different kinds of neural networks, all of them share the
following elements: neurones, synapses, weights, biases,
and functions that can mimic those of the human brain.
They can also be learnt, much like any other machine
learning algorithm. For instance, a DNN trained to
recognise dog breeds. After reviewing the given image,
DNN calculates the likelihood of correctly identifying
the breed of dog in it. Here, the user can examine
the findings, select the probabilities (such as above a
certain threshold, etc.) in which the network should be
shown, and return the suggested label. Complex DNN
is considered a “deep” network since it involves many
layers, each of which is referred to as mathematical
manipulation. DNNs are capable of creating intricate
non-linear associations.l'” The object can be expressed
as a layered composition of primitives in compositional
models produced by DNN architectures. Furthermore,

7

compared to similarly functioning shallow networks,
extra layers enable the composition of features from
lower layers, potentially representing complicated data
with fewer units. DNNs, for instance, demonstrated their
ability to exponentially simplify the approximation of
sparse multivariate polynomials. In contrast, there are
a number of variations of the fundamental techniques
used in deep architectures, each of which has been
shown to be important in a certain sector. Comparing
the performance of different designs is possible, but
only if the same dataset is used for evaluation.

The green line shows the delegation process within the
company, the purple line shows the ownership transfer
process when the products are sold, the yellow line
shows the object tracking process when the products are
in transit, and the bubble shows the RFID reader to tag
mutual authentication protocol. Additionally, the cloud
server is used for storing during the task, which lowers
the reader’s storage needs and boosts scalability. As
shown in Figure 4, a variety of protocols are devised and
examined in this research project. GNY logic (Gong et al.
1990), a formal technique for protocol verification, is
used to demonstrate the mutual authentication property
of the suggested protocols.['l It is demonstrated using
the ProVerif tool that the protocol execution does not
reveal the secret parameters, and different results
are interpreted accordingly.The primary goals of this
research project are to enable mutual authentication
between the involved parties, share the session key
upon successful authentication, transfer ownership by
preventing counterfeit goods, assign a reader’s rights
to another authenticated reader, and track RFID-tagged
items while they are in transit.['

RESULTS AND DISCUSSION

Designing RFID security protocols for cloud-based
supply chain management systems is the main goal
of this research project (figure 5). This is done by
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Fig. 5: Research trend plot in 2024
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removing trusted third parties, cutting down on RFID
tag computations, and maintaining security standards.
The security analysis of the suggested protocol and a
comparison of its features with those of the current
ownership transfer methods are covered in this section.
This section provides an informal analysis of security
requirements for ownership transfer protocols in
distributed environments.

Proposition 1: Double spending is avoided by the
suggested ownership transfer process. Proof: The
blockchain records each transition in this system. From
the beginning of its existence, blockchain keeps a time-
stamped, chronologically ordered transaction record. It
is impossible to change the entry made in the ledger
once it has been made. Confirming the object’s condition
shows that it isn’t being sold to anyone else concurrently.
Verifying the block transaction data will guarantee this,
and the non-owner cannot assert ownership (figure 6).
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Fig. 6: Predicted results

Proposition 2. Accountability property is achieved by
the suggested ownership transfer mechanism.

Proof: The ownership is successfully transferred when
all the verifications are accurate; if not, the protocol is
terminated.

Proposition 3: Verifiable property is satisfied by the
suggested protocol.

Proof: The buyer is guaranteed to receive the original
product thanks to this attribute. The customer can trace
the product’s life and confirm the product’s uniqueness
by verifying the full blockchain.

Proposition 4. Mutual authentication is a feature of the
suggested protocol.

Proof: Authentication is provided by the buyer and seller
via a digital signature. Phase 2 identification of the RFID
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tag and the buyer’s reader are crucial once the product
is delivered.

Proposition 5: Data integrity, trust, and fairness are
achieved by the ownership transfer protocol. Proof:
The blockchain data is hashed and saved, which further
ensures data integrity. Data integrity is also guaranteed
by the block’s structure. The buyer confirms the block
BCID that is recorded in both the distributed ledger and
the tag (figure 7).
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Fig. 7: Prediction accuracy of DNN

The tag just has to run the one-way hash function once
and store the details of the current block. Computation
for the tag is quite low when compared to the current
protocols. TTP and reader-to-reader communication are
not necessary for this protocol. While the conventional OT
protocols operate in a centralised setting, it can operate
in a distributed one. The buyer can verify the product’s
provenance with the help of the suggested process.
In the event of a disagreement, the accountability
attribute can also be demonstrated. Although mutual
authentication is provided by the current ownership
transfer protocols, characteristics like verifiability and
accountability are not addressed. Additionally, standard
methods do not work in distributed environments.

CONCLUSION

RFIDisausefultechnology forsupplychainobject tracking.
When RFID is quickly implemented in a heterogeneous
supply chain, security and privacy concerns surface.
One of the most crucial security requirements for cloud-
based supply chains is authentication. For an agile supply
chain, a protocol that is safe, effective, and scalable is
required. In the first effort, an informal security analysis
is conducted and an RFID authentication protocol with
tag reader association is developed. The tag entity is the
subject of performance analysis.
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Distributed ledgers, a feature of blockchain technol-
ogy, are changing ownership tracking. Blockchain
technology is used to create the RFID-based own-
ership transfer protocol in a distributed setting. The
protocol meets security standards and was designed
in two stages. In order to stop counterfeiting, this al-
lows customers to confirm the product’s ownership
and place of origin. It is demonstrated that additional
security features are satisfied by comparing the sug-
gested protocol with current relevant systems.
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