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1. INTRODUCTION 

The cloud computing framework enables access to 
data and digital services by delivering computational 
resources (e.g., online file storage, social media 
platforms, web-based email, and cloud business 
applications), facilitating the use of tailored software 
and third-party hardware for remote locations. Since 
the previous couple decades, cloud computing security 
has become a key subject of study. Cloud networks are 
exposed to a wide range of assaults and security 
threats. Before granting users access to cloud 
resources, the cloud server must identify them. 
Authentication methods perform main  part in 
identifying  passwords, biometrics verification, public 

key infrastructure (PKI) and key-based authentication 
system.  RC-SSO verification methods are insecure and 
vulnerable to attacks such as Man-in-the-Middle and 
dictionary-based attacks. When users are given the 
option to choose their own passwords, they choose 
passwords that are simple to remember and can be 
rapidly guessed. The technique of proving "who you 
are" is known as authentication. In the case of email, 
information security is required in order to 
communicate with the intended user. Details such as 
user authentication parameters, recipient contacts. 

In contrast to first- and second-tier authentication, 
third-tier authentication does not require the user to 
provide authentication credentials. As a third-tier 
authentication code, we're employing the smartphone 
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code word. To acquire access to the requested 
service, this secret code is only available for a limited 
time. The time duration is set for the confidential 
passcode, hence user cant able to access once the 
time limit expires. Another secret code is required for 
the user to gain access to the desired service. 

Triple-layer authentication (TTA) is a security 
mechanism used to access resources like applications, 
digital profiles, or VPNs with multiple factors of 
authentication needed from the user. Being an 
essential component of a strong identity and access 
management (IAM) strategy, multi-factor 
authentication (MFA) strengthens security by calling 
for more than a username and password, substantially 
lessening the chance of cyber attack. The user-
provided authentication information for third-party 
verification is not related to extrinsic hardware or 
software. At the time of registration, users save a pre-
defined set of functions or themes on their devices, 
which they provide after they pass the initial 
verification process. Service providers can use 
different methods to enable third-party 
authentication. Role-Based Credential Single Sign-On 
(RC-SSO) is a quick and secure authentication system 
that allows first responders and their remote crews to 
have seamless access. Through the use of role-based 
certifications, it makes sure that only approved users 
are able to connect to critical mobile communication 
networks, providing increased security and operational 
effectiveness in the event of an emergency. 
 

1.1 Problem Statement 

1 Cloud application development needs secure and 
reliable user verification to ensure identity 
management. Authentication ensures only 
authorized user access  

2 Simple online services with single-tier 
authentication can simply adopt this identity 
management approach. However, single-tier 
authentication is insufficient to safeguard cloud 
services since, in order to breach this 
authentication method, the hacker must guess the 
password in some fashion, this can be carried 
through using force of nature or insiders’ assaults. 

3 Many security challenges arise with cloud 
infrastructure, causing a major hindrance to the 
development of 0n-demand computing in the IT 
industry. 

4 A research project is now underway to find 
solutions to security concerns in the cloud. Security 
as a Service (SaaS) is a special type of centralized 
and unified cloud-based security solution. 

5 This approach is still in the works, but it aims to 
give centralized security to cloud users so that they 
may feel completely secure about the security of 
their data in the cloud. 

 
 

1.2 Goal 

The major goal of this survey is to instigate a safe 
authentication technique for usage in a virtual 
environment that can identify a user and offer the 
necessary services to the proper individual. 

1. Create a secure cloud authentication model that 
recognizes a registered service consumer, 
produces the required services, and show it on 
the user's cloud interface. 

2. Change the proposed access verification method 
that facilitates seamless sign-on access to 
authorized platforms, in which the customer only 
needs to have submit their credentials once in 
exchange for access to a certain service 

3. Create and test a prototype of the required result 
confirms in order to assess privacy and 
frameworks, as well as compare it to the current 
model. 

The primary purpose of this study, as stated in Section 
I, state art methods discussed in Section II. The 
proposed three-tier authentication technique, as well 
as Role-Based Credential Single Sign-On (RC-SSO), are 
explained in Section III (RC-SSO). Section IV displays 
the implementation details and results for evaluating 
security and comparing the proposed authentication 
model to the existing authentication technique with 
various comparison criteria. 

 

2. LITERATURE SURVEY 

Real-time systems are soft, where a large amount of 
data processing is equally important for contextual 
awareness, distributed computer systems can hire 
another layer of data flow, and this study examines 
how useful those systems are. [1] Along with the 
general application layout and context or current 
network layer, the proposed article raises the middle 
layer between user structures and details. The 
proposed research also shows how to create this art 
and how it can be used as a standard model of 
construction. [2] The project employs JSON-RPC as a 
communication platform to construct an 
authentication system and system authentication in a 
multi-tier telemedicine system. The secure loading of 
the app upload is studied in this research. Test results 
confirm that the utilization of JSON-RPC by the multi-
tier telemedicine system in medical device 
authentication has yielded a secure system with a 
stable loading mechanism. [3] In a multi-level system, 
the proposed framework aims to develop an entirely 
integrated modeling function that explores the space 
of a specific data document. The Request Time and 
the Central Response Time are calculated utilizing the 
RDF segregation model across the architecture. The 
other function is utilized by default in the proposed 
method, which helps predict request response time. 
[4] It utilized the structured technology-to-
environment (TOE) framework (HOT-fit). Compliance 
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was then determined via the Analytical Hierarchy 
Process (AHP) method. The findings of the study thus 
have important theoretical and managerial 
implications for paper and paper industry managers, 
and the manner in which they can promote the 
sustainability of a multi-level supply chain to enhance 
competitiveness. 

A lightweight and accurate method of predicting 
failure and finding similar errors in distributed systems 
is presented in this study. [5] PreMiSE employs a fusion 
of anomaly-based and algorithm-based algorithms to 
detect multi-level failures affecting indicators of 
progress with high accuracy and inferior level of false 
positives. PreMiSE can actually predict and identify 
events that may fail with higher and higher accuracy, 
according to test results obtained from the Cloud-
based IP Multimedia Subsystem. [6] This is the first 
comprehensive assessment of the safety of all 
approved single vehicle handling applications offered 
by major European automobile manufacturers 
operating in Europe. These findings indicate a variety 
of problems, including the widespread usage of crucial 
permissions and API calls that might compromise 
privacy in the execution of CWE and CVE 
vulnerabilities, the overuse of third-party trackers in 
some circumstances, and the execution of other third-
party-related libraries. Errors linked to use. [7] In 
three mobile-based health care systems equipped with 
wearable devices, a new anonymous anonymity system 
has been developed. The effectiveness of our method 
has been tested in detail, and its effectiveness is 
compared with other similar strategies. Our approach 
beats the existing methods and delivers 
comprehensive and integrated authentication services. 

Multiple authentication strategies have been 
developed to limit the limitations of a single login 
process. Verification systems for state-of-the-art 
technology delivered between 2011 and 2018, their 
shortcomings and security difficulties, and finally their 
natural computer solutions. [8] Comparison of 
available multitier verification strategies is performed 
in three ways: security level, implementation cost, 
and usability. Multitier authentication strategies are 
divided into groups based on aspects of the 
verification process they face. [9] Improved the 
growth of one-team and two-level authentication 
schemes consisting of three layers of web-based 
banking authentication, including PIN, one-time 
password (OTP), email notification, and click-through 
password. Enemy access to unauthorized banking 
services is hampered by a multi-stage authentication 
system. Because opponents were unable to violate 
three categories of authenticity, the system received 
high accuracy when tested. [10] The hybrid block 
chain used is used to provide a node openable system. 
The hybrid block chain approach is intended to 
improve the compatibility of blockchain and IoT 
environments. The process of selecting a proxy node is 
then designed to create a connection between a 

blockchain and standard IoT node by checking the 
amount of confidence between nodes. The model node 
authorization process and the process of selecting 
proxy nodes, based on an advanced blockchain, 
establishes secure inter-network connections. Safety 
and performance testing reveals safety and efficiency. 

It is suggested that you perform an organized survey of 
current developments in distant user verification 
plans. There are security attacks that any security 
strategy should avoid, as well as security standards 
that must be met by each security scheme. [11] Nearly 
100 past user assurance strategies have been tested 
and compared in terms of key features, security tools 
used, and operational features such as calculation 
costs, communication costs, storage costs, accuracy, 
FAR and FRR. Investigators can easily identify 
appropriate attributes, potential items, and describe 
several security attacks as a result of current guidance 
in the study of remote user verification schemes. [12] 
With the construction of two WBAN buildings, a unique 
and validated power consumption plan and key 
contracts (SEEM) have been developed. SEEMAKA 
offers excellent security features and prevents a 
variety of security attacks with hash reduction and low 
XOR performance, suitable for limited power sensors. 
SEEMAKA surpasses other modern systems of 
verification by further processing, power distribution, 
and safety features, [13] which is anticipated to 
improve overall renderring and promote better service 
delivery based on a variety of planning and design, 
thus providing superior services and creating many 
strengths. 

A structure supported by mobile edge computing 
(MEC), consisting of tier nodes, core, edges, and 
devices, is proposed to meet the ultra-low latency 
requirements of 5G. The optimal amount of traffic 
under a fixed volume is calculated using linear 
reasoning, [14] and the allocated volume is also 
reduced under a fixed vehicle allocation to satisfy a 
percentage of the delay. Construction by the MEC 
could save 20.7 percent of the energy in the 
construction of two buildings. The proportion of the 
satisfactory delay is 90%, compared to 50%, an 
additional 12.2 percent must be provided. [15] The 
proposed and built-in system uses the Raspberry Pi, 
powered by Internet of Things (IoT) and integrated 
with several sensors such as DS18B20, ADXL345, 
ADC1015, and heart rate sensor. With an improved 
view of patient data, the proposed system creates a 
real-time graph of data such as body temperature, 
heart rate, and body position, compiled by GPIO. 
system analyses the different types of sample groups 
and provides details on probability analysis. 

A detailed strategy for allocating network resources 
for three-thirds networks is explained, based on 
exchange simulations. [16] High outflows with minimal 
delays can be obtained using the proposed resource 
allocation method. [17] The performance implications 
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and benefits of utilising QoE to transfer a function 
from the cloud to higher-level nodes in a video 
distribution line. Discussion of service migration to 
minimise congestion on the main network, as well as 
the trend of service migration across multi-tier nodes, 
as well as prospective research issues and possibilities. 
In a growing consumer wireless environment 
everywhere, an intelligent recommendation system is 
used to acquire and promote to users “advanced” 
mobile services (UCWW). [18] A Data Processing 
Framework (DPF) leveraging Lambda's three-tier 
architecture is introduced within the cloud 
environment. To ensure high efficiency and minimal 
latency, two decentralized "publish-subscribe" modules 
powered by Kafka were developed for handling data 
processing, registration, and message storage. The 
effectiveness of the Kafka-Storm-Kafka DPF 
component is largely determined by the configuration 
of cloud-hosted Kafka Brokers and Storm Supervisors. 

Our goal is to achieve a high level of security without 
compromising user usage. Some authors have 
recommended strengthening security by installing 
multiple components, but this is not the best method 
because it creates usability issues and increases the 
complexity and cost. [19] Compared to previous 
authentication strategies, graphic passwords offer 
users greater comfort and security at a lower cost. 
Verification systems based on predetermined patterns 
and behaviours are very expensive for everyday 
internet users, but online banking assurance strategies 
should be very secure. [20] A weakness in the S-Mbank 
technique is the use of a single-time password given to 
a user's mobile phone through short messaging service 
(SMS). To improve computer performance, use a text 
scheme. As a solution to the shoulder attack, 
authentication from the paired text is also 
recommended with the login process. A novel safe and 
efficient mobile user authentication procedure for On-
demand computing has been created using 
cryptographic hashes, bitwise XOR, and weird 
extraction algorithms. [21] The proposed process has a 
much lower cost of computation compared to existing 
systems because it does not use any limited resources. 
The proposed method is free from registration centre 
throughout the verification process, resulting in lower 
communication costs compared to other similar 
schemes. 

A medical professional may access patient data stored 
in the cloud from anywhere on the planet. Thanks to 
an efficient user verification process, only authentic 
users have access to data and services. For remote 
patient monitoring, a user authentication technique 
that is both secure and efficient. The technique 
proposed is dependable, straightforward, and resistant 
to typical security risks. [22] The scheme's calculating 
head is small. The suggested system's security is 
ensured by an official verification utilising the AVISPA 
tool. FogHA is an anonymous fog authentication 
process that helps verify both identities and securely 

establishing shared secret keys between nearby fog 
locations and mobile devices. [23] FogHA has high 
rendering performance because it uses only the first 
lightweight cryptographic material and avoids 
duplicate verification messages with the help of fog. A 
unique hybrid process that verifies user authentication 
in the system while also validating whether the user 
has progressed the biometric system as authentic or 
untrue. [24] A similar palm-to-face process is 
performed, and the system allows the user to log in 
according to the combined evidence. The impactness 
of the proposed method in executing effective and 
reliable authentication, overcoming traditional 
validation restrictions and fraud practices, is 
confirmed by test results across all benchmark 
datasets. [25] At WBAN, a number of security 
strategies and solutions, as well as authentication 
schemes, were summarized and discussed. Unlike 
previous research that looked at safety and 
authenticity on the WBAN in an interesting way to 
reach key areas in  research topic, this study has taken 
a whole approach to safety with validation on the 
WBAN. A comprehensive description of the security 
measures on WBANs is provided, as well as a 
comprehensive survey of security requirements, 
security attacks, adversaries and their attempt 
strategies, and current solutions. 

To improve security, this system uses a three-distinct 
architecture with two polynomial collections that 
include sensor nodes, mobile sinks, and certain access 
points that can act as sensor nodes. [26]. The 
observation time, dissemination loss, latency, false 
alarm factor, and selection of vehicle are all used to 
evaluate RVAC performance [27]. For emergency and 
rescue operations, a revolutionary three-distinct 
communication security model (MuSE). MuSE prohibit 
network access to save fighters' clients at the mobile 
client layer using the weightless standard EAP-PSK and 
a new TETRA-based Dynamic key Distribution 
technique (TEDDi) [28]. The UIAP-based weightless 
technical implementation of Unified login method for 
multiple applications and key agreement. This paper 
also explains how to use lightweight SOAP services to 
build the authentication method on a cloud-based 
platform. [29]. To provide a satisfactory level of data 
transfer and time security. Because authentication 
protocol research is still relatively new, the number of 
new security protocols is expanding at the same time 
as new threats emerge, therefore the focus of future 
research will be on proving their efficacy [30]. 

 

3. PROPOSED METHOD 

Three-tier authentication (TTA) is an identity 
verification method that requires a user to give two or 
more authentication components with the goal of get 
access to resources such as a programme, an online 
account, or a VPN. MFA is required for an effective 
copyright and access control (IAM) policy. MFA needs 
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one or more authentication stages in addition to a 
login and passphrase, reducing the likelihood of 
eminent cyber-attacks. External hardware or software 
are not required for the user's information to be used 
for third-party authentication. The user registers a 
series of function or sequences during registering and 
sends it after passing the first team verification. Any 
strategies that the service provider may use to create 
third-party authentication. 

 

3.1 Three-Tier Authentication 

A three-tier authentication process to overcome 
internal attacks and to provide one-on-one access to 
registered services by modifying the existing three-tier 
authentication procedure for cloud services employing 
RC-SSO is a three-tier authentication paradigm with 
one additional authorization for the intended user. 
Three phases of authentication are used in the 
proposed verification method. The first group 
validates users using a secret code, the second 
authorises consumers using pattern matching, and the 
third category confirms users using a password. The 
user types the URLs of the cloud providers into his 

browser. The cloud service provider's server receives 
queries from the user's browser. The GUI login is 
loaded by the cloud platform from the browser 
window. To complete the initial authentication 
process, the user inputs their login details into the 
login GUI. 

This login information is transferred to the service 
provider's server. The user's account and password are 
verified by the cloud server. The cloud server sends a 
verification answer to a single client-side scheduled 
application only if the given details are correct. The 
viewer receives a verification response from the 
virtualized server to determine if additional 
verification is required. The monitor instructs the 
software to display a design-matching screen, which is 
a simulation screen in the browser, if the verification 
answer agrees. OTP serves as the key to the third 
stage of authentication. OTP is sent to the user's 
registered email id. The central authority authorizes 
OTP; if permitted the user completes the 
authentication stages and is granted access to the 
Cloud Service Provider. 

 

 
Fig 1. Overall Architecture 

 
The fake screen retrieves user authentication 
information from the database in order to validate the 
second phase authentication credentials. The 
application programme loads the design matching 
screen in the client's front-end after retrieving the 
data from the database. The application programmed 
continuously monitors the user's web browser wit the 
goal of validating the user during the second phase of 
authentication. The second phase verification 
credentials are a series of activity or design. 

The application or observer is always monitoring these 
designs and activities. If the observer recognises the 
right pattern of the user's second phase 
authentication, it returns to the starting screen of the 
requested service. The observer loads the original 

screen into the user's web browser after beginning the 
original screen. Once the first screen in the browser is 
loaded, the cloud server initiates direct connection 
with the user for future operations in the loaded 
service. 
 

3.1.1 Authentication Metrics 

An authentication metric is a form of user metadata 
employed for identity proof. TTA is employed to 
establish who you are, what you possess, and where 
you acquired the access. The most widely employed 
three metrics are as follows 

⮚ Knowledge metric: It relies on knowledge-based 
authentication (KBA). In this, the consumers have 
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to respond to certain secret questions that are 
known only to the legitimate user. 

⮚ Posession metric: In this, the user requires 
something special to establish authenticity, like 
one-time password (OTP) token, verification 
code, SMS code, etc. Inheritance metric: Users 
need to establish authority through biometrics, 
like iris detection, face detection, fingerprint, 
etc. 

Let's name the two results of the requested cloud 
services Success (S) and Failure (F). Therefore, with 
our proposed validation model, the results of the three 
authentication levels are SSS, SSF, SFS, SFF, FSS, FSF, 
FFS, FFF, and N (O) = 8, where the results of O =. 
Allow p = chances of success in gaining access to 
services at each level of authentication. Thus, P 
demonstrates the success of the SSS in the 
fragmentation of the entire authentication system, the 
multi-authentication system (E). P (E) = p3 in this 
case. 1 - P (E) = 1 - P3 = 1 - P (E) = 1 - P3 = 1 - P (E) = 1 
- P3 = 1 - P (E) = 1. P = 0.2, P2 = 0.04, and P3 = 0.008. 
Assume P = 0.2, P2 = 0.04, and P3 = 0.008. In 
comparison to one-team and two-stage authentication 
systems, this indicates that the chances of successfully 
breaking the complete authentication system are 
extremely low, virtually none. In compared to one-tier 
and two-tier authentication systems, this indicates 
that the chances of successfully compromising the 

whole authentication system are extremely slim, if not 
non-existent.  

The strength of three-tier authentication system has 
an indirect relationship with the likelihood of 
successfully cracking it. The stronger the strength, the 
less likely the system will be broken. 
 

4. ROLE INTEGRATED CERTIFICATE-BASED SINGLE SIGN-
ON AUTHENTICATION TECHNIQUES 

Role Integrated Certificate-based Single Sign-On (RC-
SSO) allows first responders on the scene to interact 
with their remote organisations in a secure and timely 
manner. The software is based on certificates with 
built-in responsibilities that reflect each organization's 
previously defined access rights. Compared to 
traditional FIM strategies, RC-SSO operates without a 
patent provider, greatly reducing reliance on third 
parties and the number of communication processes. 
Analyse the performance and behaviour of the RC-SSO 
system in terms of number of consumers and security 
mechanisms in use. Furthermore, field-based 
certificates are incorporated in the SSL / TLS 
communication protocol without requiring a standard 
modification. As a result, the SSL/TLS interaction is 
unaffected, and no organisational modifications are 
necessary. RC-SSO appears to be successful based on 
simulation and assessment outcomes. 

 

 
Fig. 2. Single-sign-on authentication with a password 

 

3.2.1 Password-Based Single-Sign On Authentication  

Three major components of Password-based single-
sign-on authentication  
 
 

1.Smartphone users 

The scheme involves a group of smartphone users. 
Every user has a smartphone device, a username and 
password, and must ask the identity servers for an 
authentication token. A user's password is their only 
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secret, and the authentication token is kept on their 
behalf by the mobile device they use to log in. 
 

2.Identity servers 

There are several identification servers in the scheme: 

𝐼𝑆 (1), 𝐼𝑆 (2), . . . . 𝐼𝑆 𝑛 . Every identification server 
verifies the user ’s information by checking the 
correctness of the password. 
 

3.Application servers 

Application servers, which utilise users are 
authenticated via identities servers, are the 
responsibility of mobile service providers. If the 
authentication is successful, the user can ask the 
application servers for mobile services. This password-
based single-sign-on authentication solution comprises 
two phases: registration and authentication. Six 
algorithms for mobile users are Setup, MainKeyGen, 
Register, RetriSerPsw, Authentication, and 
RenewShare. 
 

3.2.2 Registration 

Phase 1.  Registration. System settings are produced 
during this stage, and smartphone users sign up for 
identification servers. Three strategies are used in the 

registration process. Setups, MainKeyGen, and Register 
are all included. 
 

3.2.2.1 Setup 

The system parameter is received, which is produced 
and distributed to users and identity servers. The 
system has been started, the 𝑃𝑃 system parameter has 

been set, and 𝑃𝑃 has been dispersed among all scheme 

parts. Using the security parameter 𝑙 , the system 

parameter 𝑃𝑃  is calculated. 𝜌   are the maximum 
number of authentication token requests a user may 

make in a given time, ∅ is the maximum number of 
times a user can fail to authenticate with identity 
servers, 𝑛 is the total number of identity servers, and 
E is a secure symmetric key encryption technique. 
 

3.2.2.2 Main Key Gen 

The global variable is used by the technique to share a 

main restricted key 𝑚𝑟𝑘  across all analyse servers, 

with 𝐴𝑆𝑖’𝑠 main restricted part 𝑚𝑟𝑝𝑖 . MainKeyGen An 

analyse server 𝐴𝑆𝑖  generates its main restricted part 
𝑚𝑟𝑝𝑖 using the global variable and the decentralized 

secret image sharing protocol. 𝐺𝑀𝑆𝐾  and 𝐺𝑀𝑆𝐾𝑖  are 
the matching main primary key and main general part, 
accordingly. main restricted 𝑚𝑟𝑘 = 𝑠,   general main 

key 𝐺𝑀𝑆𝐾 = 𝐺𝑆, 𝐴𝑆𝑖   main restricted part 𝑚𝑟𝑝𝑖 = 𝑠𝑖 , 
and corresponding general main key 𝐺𝑀𝑆𝐾𝑖 = 𝐺𝑆𝑖 . 

 
Algorithm 1. Protocol for distributed secret sharing 

Security parameter 𝑙, analyse server indexes {1…,n}, and analyse server index 𝑖 are all required. 
Ascertain that all analyse servers share a secret s and the accompanying general key 𝐺𝑆; 
 Compute a secret share 𝑆𝑖 and the matching general share 𝐺𝑆𝑖,  𝑖 = 1,2, … , 𝑛, 𝐴𝑆𝑖. 

1. 𝐼𝑆𝑖  randomly choose 𝑎𝑖 , 0 ∈ 𝑍𝑝
∗  and a polynomial 𝑓𝑖 𝑥 = 𝑎𝑖 ,0 + 𝑎𝑖,1𝑥 + ⋯ + 𝑎𝑖,𝑡−1𝑥

𝑡−1  over𝑍𝑃  with 

degree at most t-1 such that 𝑓𝑖 0 = 𝑎𝑖 ,0; 

2. For ∈= 1,2, … , 𝑡 − 1, 𝐼𝑆𝑖  sends 𝑎𝑖 ,0𝐺 and 𝑎𝑖 ,∈𝐺 to all other analyse servers. 𝐴𝑆𝑖 sends 𝑓𝑖(𝑗) secretly to 

𝐴𝑆𝑗  for 𝑗 = 1,2, … , 𝑛; 𝑗 ≠ 𝑖; 

3.  Once you have received it,𝑓𝑗 (𝑖) from 𝐴𝑆𝑗  𝑗𝜖 1, 𝑛 , 𝑗 ≠ 𝑖 , 𝐴𝑆𝑖 verifies 𝑓𝑗  𝑖 𝐺 =  𝑡−1
𝛾=0 𝑖𝛾 . 𝑎𝑗𝛾 𝐺.  If the 

verify is unsuccessful,𝐴𝑆𝑖 rejects; 

4. 𝐴𝑆𝑖 computes the secret share 𝑠𝑖 =  𝑛
𝛾=1 𝑓𝛾 (𝑖) the general share 𝐺𝑆𝑖 =  𝑠𝑖𝐺; 

5. 𝐴𝑆𝑖  computes general key 𝐺𝑆 =  𝑛
𝑖=1 𝑎𝑖,0𝐺  securely stores 𝑠𝑖 , maintains {𝐺𝑆1, 𝐺𝑆2, …𝐺𝑆𝑛} , and 

deletes other values. 

The secret key 𝑠 =  𝑛
𝑖=1 𝑎𝑖,0  is delivered to all analyze servers, it is not expressly included in the 

scheme. 

 

3.2.2.3 Register 

This method is run interactively by 𝑈 and all of the 
analysis servers. 𝑈 , a smartphone user, creates an 
account with the analyze servers. 

Step 1: 𝑈 creates an 𝐴𝐷𝑈  user analysis and a 𝑝𝑠𝑤𝑈 . 𝑈 

human memorable password. 𝑟 ∈ 𝑍𝑝
∗  is chosen at 

random by you. 𝑝𝑠𝑤𝑈
∗ = 𝑟 𝐻(𝑝𝑠𝑤𝑈), is computed, and 

(𝐴𝐷𝑈 , 𝑝𝑠𝑤𝑈
∗ )  is sent to all analysis servers. 

Step 2:  𝐺𝑆𝑖  examines if 𝐴𝐷𝑈  exits in its local storage 

for 𝑖 ∈  1, 𝑛 , 𝐺𝑆𝑖 , and if it does, 𝐼𝑆𝑖  alerts 𝑈  that the 

analyse of the user is duplicated Instead, 𝐺𝑆𝑖  stores 

𝐴𝐷𝑈and dictates that 𝑈 is the group's initial member, 
requiring the analyse server to produce for such a set 
of users, a server key 

Step 3:  The distributed secret sharing protocol is used 

by 𝐺𝑆𝑖to produce the server-side key share. 

Step 4: 𝐺𝑆𝑖  computes 𝜎𝑖
∗ = 𝑘𝑖  . 𝑝𝑠𝑤𝑈

∗  and sends to 𝑈. 𝑈 

chech the validity of 𝜎𝑖
∗ by checking 

 𝑒 𝜎𝑖
∗, 𝐺 = 𝑒(𝑝𝑠𝑤𝑈

∗ , 𝐺𝑆𝑖). 

After receiving 𝑡 valid signature 𝑈 computes 

𝑤𝑛 =   1≤𝑡≤𝑡 ,𝑡≠𝑛
𝑙

𝑙−𝑛
,                       (1) 
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𝜎𝑢 = 𝑟−1  𝑡
𝑛=1 𝑤𝑛𝜎𝑛

∗                    (2) 

Step: 5 𝑈 computes a server derived password 𝑆𝑃𝑈  as  

  𝑆𝑃𝑈 = 𝐹(ℎ 𝜎𝑢 , 𝑝𝑠𝑤𝑈). 

Step 6: For 𝑖 = { 1,2, 3, ……n}, 𝑈  computes 𝑆𝑃𝑖 =
ℎ(𝑆𝑃𝑈 ||𝑖)𝑎𝑛𝑑 𝑠𝑒𝑛𝑑 𝑆𝑃𝑖  to 𝐺𝑆𝑖 . 

Step 7:  𝐼𝑆𝑖  stores 𝑆𝑃𝑖  and starts two counter-attacks 

𝜌𝑢 = 0  and ∅𝑢 = 0. 𝑈  deletes 𝜎𝑢 , 𝑟, 𝑆𝑃𝑈 , 𝑆𝑃𝑖 , 𝐺𝑆𝑖 . and 
securely stores for authenticating 𝑈. 

Step 8: 𝑘𝑖  is used by  𝐴𝑆𝑖to produce signatures forother 
members of same team to generate new client key 
shares for the very first user in a separate group, all 
analyse servers repeat the previous operations. 

The analysis providers produce and share a client key 

𝑘  (the associated General key) for , 𝑈  and 𝐺𝐾𝑖  does 
have a client key share 𝑘𝑖with the associated General 

share 𝐺𝐾𝑖 , 𝑈 prepares an analyse 𝐴𝐷𝑈  and a password 

𝑝𝑠𝑤𝑈, blinds 𝑝𝑠𝑤𝑈  to acquire 𝑝𝑠𝑤𝑈
∗ , and transmits it to 

the analysis servers. 
 

 
Fig. 3. Overview of Registration 

 

Using 𝑘𝑖to retrieve 𝐴𝑆𝑖  signs 𝑝𝑠𝑤𝑈and sends it to 𝑈. 𝑈 
combines 𝑡  signatures to get a signature on 𝑝𝑠𝑤𝑈  

under 𝑘 and evaluates a password obtained from the 

server 𝑠𝑝𝑈 after getting 𝑡 signatures. Finally, for 𝐴𝑆𝑖, 𝑈 
computes an authentication credential 𝑠𝑝𝑖  using 𝑠𝑝𝑈  

and 𝑝𝑠𝑤𝑈 . Both  𝑚𝑟𝑝  and 𝑘  are created via a 
distributed secret sharing approach without the use of 

a trusted dealer, ensuring that 𝑚𝑟𝑝 and 𝑘 cannot be 
extracted by any analyse server and that less 
accommodating than t analyse servers would not 
compromise the security. After completing the 
registration process, a smartphone user just needs to 
remember her or his password in order to authenticate 
 

3.2.2 Authentication      
    

In the second stage, a smartphone user requests an 
authentication token from the analysis servers. The 
sign-on process utilizes the RetriSerPsw and 
Authentication algorithms. 
 
 

3.2.3.1 RetriSerPsw  

This method is run interactively by 𝑈 and all of the 

analysis servers. 𝑈 gets 𝜎𝑈  from analysis servers, 𝜎𝑈  is 

a type of sign𝑝𝑠𝑤𝑈 under 𝑘  and is employed in the 
computation the password generated from the servers. 
Analyze servers send you an authentication token 

share once the authentication is successful. 𝑆𝑃𝑢  
retrieves the password and generates an 
authentication token.      

Authentication. The technique allows a user to be 
allowed by analysis server farms and acquire an 
authorization token and it can be used to access 
connected services. U computes 𝑠𝑝𝑈  and then 

computes the authentication credentials with 𝜎𝑈  and 

𝑝𝑠𝑤𝑈 . If the credential is legitimate, each identity 
server examines it and uses the main key sharing to 
create an authentication token share if the check is 
successful. From authentication token sharing, you can 

get a valid authentication token called 𝐴𝑢𝑡𝑇𝑜𝑘𝑒𝑛𝑈. To 
protect against relay attacks, the random element 𝑟𝑖 is 
employed.  
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To prevent eavesdropping attempts, the credential 

encrypts the interaction messages. 𝑈  seeks services 
from connected service providers using 𝐴𝑢𝑡𝑇𝑜𝑘𝑒𝑛𝑈. If 
the verification succeeds, the service providers can 

validate 𝐴𝑢𝑡𝑇𝑜𝑘𝑒𝑛𝑈  utilizing the fundamental 

attributes of common servers and providing 𝑈 with the 
associated servers. The algorithm RenewShare is 

employed during the crucial phase of renewal, where 
each analyse server renews its main restricted portion 

𝑚𝑟𝑘𝑖  to avoid main restricted key shares from being 
compromised. The main restricted key 𝑚𝑟𝑘 would not 
be modified after RenewShare to ensure that renewal 
of main restricted portions did not "break down." 

 

 
Fig. 4. Authentication Overview 

 
Phase 3: Renewing the key. Each analyse server 
renews its main restricted portion during this period to 
prevent share leaking. It re-enforces security and 
prevents the attacker's effort’s ability to continuously 
breach analyse servers over time. Only once every era 
is the renewal of main restricted sections performed. 

RenewShare. For each analyse server 𝐴𝑆𝑖 , 𝑖 =
1,2,3, … . . 𝑛  at the end oof each epoch it renews its 

main restricted part 𝑚𝑟𝑘𝑖 . 

⮚ 𝐴𝑆𝑖  randomly select a polynomial 𝑙𝑖 𝑥 = 𝑏𝑖 ,1𝑥 +

𝑏𝑖 ,2𝑥
2 + ⋯ . +𝑏𝑖 ,𝑡−1𝑥

𝑡−1  over 𝑍𝑝  with degree at 

most 𝑡 − 1. 

⮚ For ∈= 1,2, … . , 𝑡 − 1, 𝐴𝑆𝑖  sends 𝑏𝑖 ,∈𝑃  to all other 

analyse server. 𝐴𝑆𝑖  sends 𝑙𝑖 𝑗   𝑚𝑜𝑑 𝑝  secretly to 

𝐴𝑆𝑗𝑓𝑜𝑟 𝑗 = 1,2, … , 𝑛;  𝑗 ≠ 𝑖. 

⮚ After receiving 𝑙𝑗  𝑖  , 𝐴𝑆𝑖checks 

 

𝑙𝑗  𝑖 𝐺 =  𝑡−1
𝛾=1 𝑖𝛾𝑏𝑗𝛾 𝐺.                  (3) 
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It aborts if the checking fails. 

𝐴𝑆𝑖 generates a new main restricted key share 

𝑚𝑟𝑘𝑖
′  as follows: 

𝑚𝑟𝑘𝑖
′ = 𝑚𝑟𝑘𝑖 +  𝑛

𝑗=1 𝑙𝑗  𝑖 .                      (4) 

⮚ The corresponding General main restricted part is 

𝐺𝑀𝑆𝐾𝑖
′ = 𝑚𝑟𝑘𝑖

′ 𝐺. 

𝐴𝑆𝑖deletes 𝑙𝑖 𝑥 , 𝑏𝑖 ,∈ , 𝑙𝑖 𝑗 , and 𝑚𝑟𝑘𝑖 . 

⮚ Finally, 𝐴𝑆𝑖  resets 𝜌𝑈and ∅𝑈. A new epoch begins. 
 
Once all the server-derived password candidates are 
obtained, an attacker can carryout offline DGA to 
retrieve the target password. Such an attack is called 
online DGA. In order to prevent such attacks, analysis 
servers limit the number of queries that one user can 
make per epoch on login and authentication token 
generation servers. The users are grouped according to 
the time of registration, with a specific set being given 
client keys, and varying consumers being accorded 
different server-side keys. 
 
 
 

3.3 Communication Procedure Of Rc-Sso 

The RC-SSO communication technology is used to 
communicate amongst different entities. An 
emergency client or entity can use the RC-SSO solution 
to gain immediate access to the services of multiple 
entities. 

The SSL/TLS communication process is invoked 
between organizations whenever a client or company 
requests direct access to information. In order to 
confirm the validity of contact points, the client and 
server send their X.509-based certificates for 
processing. The pre-existing function of the 
organization is incorporated directly as extra 
information in X.509 client extensions, minimizing 
communication operations (messages 1, 2, 3, and 4). 
This data is then utilized for authorization. Once the 
integrated approach is authenticated, the client 
requests information from the web server. The server 
checks the client's role since the client has presented 
their certificate and decides the data that can be 
exchanged according to its policy (messages 5, 6, and 
7). 

 

 
Fig. 5. Procedure for RC-SSO Communication 

 
A reputable Certificate Authority issues the 
certificates (CA). The German Federal Office for 
Information Security (Bundesamt für Information’s 
sicherheit) could be a potential CA for disaster and 
crisis relief teams. Especially compared to other CAs 
like VeriSign, which manages a wide range of network  

equipment, RC-SSO certificates need less 
administrative effort. It is a reality that which 
organizations are involved in a disaster relief effort, 
and knowledge is essential for a successful rescue 
operation. 
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4. EXPERIMENTAL RESULTS 

Our one-way access role-integrated three-tier 
authentication certificate is applied to link registered 
services with Google Co-information conversion. Our 
procedure employs Google Data Store, a database 
system hosted by Google on GAE, for cloud app 

development. An actual test bed has been developed 
to measure the performance degradation between 
unsafe connections and normal SSL/TLS connections 
among a single mobile client. 
Table 1 depicts the limits of various authentication 
techniques when applying the previously mentioned 
security criteria. 

 
Table 1. Comparison of various authentication techniques 

Authentication 
Methodology 

Security From an 
insider threat 

The presence of 
authentication relation  

No of Security 
tiers 

Proactive Model-based 
Architecture  

No Server and client 2 

RIA optimization on a 
two-tier architecture 

No Server and client 2 

Authentication model RC-
SSO 

Yes Server and client 2 

Authentication Scheme 
with Three tier 

Yes Server and client 3 

 
When illustrated in Figure 6, The amount of system 
memory required by the user develops in lockstep with 
the number of users that have registered for the cloud 
service. The FIDO server must link the public key to 
the user ID when a client sends a public key to 
validate a signature. The public key's dependability is 
crucial because the account can be hijacked because 
of a felicitated public key. As a result, to detect 
fabrication during the registration process, a method 
like hash should be utilised. 
 

 
Fig. 6. the amount of memory space required by the user 

 
Figure 7 indicates that utilising SAML instead of RC-SSO 
increases the average response time by up to 80%. 
Several new behaviours have emerged as a result of 
SAML's new communication mechanism. The majority 
of the time is spent setting up an SSL/TLS-encrypted 
communication connection. Before going to the IDP for 
authentication, the client must first establish an 
SSL/TLS channel with HE. In particular, for attribute 
retrieval, HE maintains an SSL/TLS communication 
with IDP. 

 

 
Fig. 7. 

 
Figure 8 depicts the average response time extracted 
from the simulation model and supported by the test 
bed. It presents a comparison of the proposed 
method's average response time and other methods. 
 

 
Fig. 8. Average response time comparison of proposed and 

existing method 
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Table  2. shows a comparison of the existing and proposed techniques. 

Breaking the authentication system's 
probability of success (p) (let's say p = 0.1) 

Technique of two-
tier authentication 

Technique of three-tier 
authentication 
(Proposed) 

The likelihood of successfully breaching the 
authentication system, denoted as the 
probability of success (p), where p equals 
0.1 

0.01 0.001 

Access with a single sign-on (RC) No Yes 

The total number of authentication factors One Two 

 
The existing authentication method and the suggested 
authentication method are compared and shown in 
Table 2 with three comparison parameters. 
 

CONCLUSION 

This article will try to show the creation of a more 
advanced and secure authentication system. As 
technology rapidly progresses, security, in general, as 
well as the means of authentication, needs to be 
improved along with it. Experts pointout that the 
possibility of invading a multi-level authentication 
system diminishes to close to zero when there area 
multitude of layers involved in authentication. 
Security evaluation discloses that the multi-layer 
method of authentication involves an incredibly 
minimal chance of getting compromised. The 
suggested approach, although it consumes much more 
storage space than existing, more efficient 
authentication methods, is perfectly adaptable to 
cloud scenarios where mass storage and scalability are 
crucial. In terms of storage requirements, while the 
number of registered users in a cloud application 
increases, storage for user credentials grows linearly, 
but processing and retrieval overhead on the cloud 
server does not change. The suggested authentication 
method utilizes a secret code received on a smart 
phone to provide single-sign-on access to cloud 
services offered by service providers. To gain access to 
these services, users are required to provide a secret 
code received on their registered phone number. This 
process makes the suggested method immune to 
masquerade attacks. 
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