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1. INTRODUCTION  

The emergence of 6G wireless communication 
guarantees enhancements in signal coverage, latency, 
data rates and so on. Secure routing protocols on the 
basis of optimization techniques have been designed 
over the past few decades to ensure reliable message 
delivery while sustaining high standards of security and 
privacy. Integrating cognitive radio with deep learning 
techniques has proven to be an efficient mechanism 
for generating secure communication channels. 

A Reinforcement Learning-based Ensemble Regression 
(RL-ER) method was introduced in [1] to spectrum 
sensing along with channel state information 
prediction model employing MLP-KF. By combining 
Quantum Key Distribution with Public Key 
Infrastructure, robust dual layer authentication with 
improved prediction accuracy and minimal error rate 
was said to be established.  In addition, by applying 
Quantum-Inspired Bat Optimization with Elliptic Curve 
ensured minimal encryption and decryption time. 
Despite improvements observed in terms of prediction 
accuracy, error rate with minimal 
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encryption/decryption time. But it didn't care about 
routing overhead or end-to-end latency. To 
concentrate on the end-to-end delay and routing 
overhead experienced in the routing of data, Poisson 
Regressive Trust-based Authentication is implemented 
in our study through Deep Belief Network through 
which by merely transmitting trusted classified nodes 
to the subsequent processing, goals are attained.  

ODL-MUDSS in CRN In [2], It was suggested to use 
optimal deep learning to detect malicious users.The 
overall goal of ODL-MUDSS approach identified on 
automatic classification of the malicious users. Here 
too DBN was predetermined to allow precise 
identification of malicious users. In addition, 
authentication and intrusion rate recognition 
performance of DBN was enhanced using SCSO 
algorithm and boosting the overall precision results. 
Though several performance improvements in terms of 
accuracy, authentication/intrusion rate along with 
computation time was ensured, however data 
confidentiality rate and packet delivery ratio wasnot 
concentrated. To address on the data confidentiality 
and improved packet delivery ratioSchnorr Signature 
Cryptography-based Secure Data Routing is designed 
that only ensuring authenticity between sender and 
receiver, achieves the objective  

Repair based communication infrastructure with 
adjustable transmit rates of primary user packets in 
CRNs developed in [3]. In this case, PU packets were 
utilised to ensure recovery high-speed gearbox during 
system repair and low-speed gearbox during system 
breakdown.Also, a 3DMC and queuing model was 
designed to separate time for identifying system 
capability. The designed mechanism minimized the 
blocking rate and increased the throughput of data 
packets. Despite minimization of communication 
failure and ensuring repair in an advanced stage, the 
complexity level was not reduced. 

An ideal attack approach was introduced in [4] covers 
both known and unknown fusion rule scenarios, in 
order to optimise the risk. Cooperative sensing's 
energy efficiency was increased by using a 
combinatorial optimisation approach. Additionally, by 
combining reinforcement learning and graph neural 
networks, a deep learning method was discovered to 
improve the system's energy efficiency. A good deal 
was however done in regard to the energy efficiency; 
the throughput was also not enhanced by ideal attack. 

In [5], Multi-layer Hyper-Graph (MLHG) was utilized 
using modeling networks and flat graph model to 
generate large graph size. Each group of CR devices 
represented by a hyper-edge and each layer 
represented the approved channel. The MLHG was 
employed to optimize the end-to-end network 
throughput, transmission rate, licensed users activity, 
jammers activity and times sharing. There was, 
however, a failure to minimize the computational 
complexity. 

In, security minded robust resource allocation was 
constructed where energy harvesting cognitive radio 
networks between two transmitters in the channel 
gains and battery energy value are studied[6]. Utilising 
a time-switching protocol, the primary entry point 
used green resource energy to transmit data and 
energy to SAP. By using the power-domain non-
orthogonal multiple access approach, SAP has 
enhanced the primary network's security of data 
transmission by primary network frequency band. 
Nevertheless, there was no decrease in the 
computation's cost. 

CRNs are anticipated to play a main function towards 
encountering the mushrooming traffic requirement 
more than wireless systems. For real-time process, CR 
is specially integrated with AI and ML algorithms with 
aim of allocating in an intelligent fashion. In [7], A 
survey of the most advanced machine learning 
approaches in CRs is created.A survey of spectrum 
access security exploiting blockchain was presented in 
[8]. An overview of secure federated learning 
mechanisms for CRN was investigated in [9]. CRNs 
integrate features of both ad-hoc networks with CRs to 
no difficulty diverse types of communication scenarios. 
However, these networks are dependent to repeated 
attacks both from internal and external adversaries. 
The DL methods contributed to answer these attacks 
but bear from lack of network scalability and 
complexity. As a result, their constrained IP tracing 
potentialities make them unsuitable for real-time 
organization. 

A review imparting perception into prospective 
solutions that can be of service to the foundation for 
evolution of future B5G/6G services was investigated 
in [10]. A systematic literature review on CRN and ML 
techniques towards spectrum sensing and security 
aspects were presented in [11]. Yet another security 
constraint mechanism was addressed in [12] employing 
particle swarm and continuous genetic algorithm. To 
ensure high spectrum sensing and security process 
performance, careful consideration should be given to 
the selection of a suitable sensing matrix and recovery 
method. 

A novel chaotic compressive spectrum sensing (CSS) 
mechanism was designed in [13] to mutual CRNs 
because of Chebyshev sensing matrix and Bayesian 
recovery by Laplace prior to give both secure and 
reliable spectrum recognition.  Despite improvement 
observed in terms of security and detection rate, 
however, packet collision ratio was not focused. To 
address on this aspect, an optimal channel selection 
method using Q-learning was proposed in [14] in 
concurrence with clustering algorithm. This in turn not 
only ensured packet delivery ratio but also reduced 
packet collision rate substantially. By, the packet 
delivery ratio and packet collision rate were improved.  
But security was failed to ensured.  
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A blockchain mechanism for ensuring security 
employing deep convolution neural network (dCNN) 
was presented in [15]. With this dNN not only reduced 
the communication delay but also enhanced security 
extensively. To sum the discussion, despite several 
methods were involved in secure data routing in 
cognitive radio network systems, these methods lack 
in detecting data confidentiality rate with minimal 
routing overhead. It is further noted that procedures 
that utilized DL methods falters at generating 
improved PDR and minimum end-to-end delay. 

The motivation of research work by proposing a secure 
data routing method employing deep learning called 
Regressive Trust-aware Schnorr Signature based Deep 
Belief Network (RTSS-DBN) in CRN. This effectively 
achieved the end-to-end delay and data confidentiality 
by only distribution the trusted classified nodes for 
data routing and facilitate enhanced packet delivery 
ratio with minimal routing overhead based on a 
discrete logarithm function by ensuring authenticity 
between sender and receiver. The performance 
evaluation of RTSS-DBN method is determined under 
diverse measures. In summary; the major contributions 
of the learn are listedas follows.  

 To develop a RTSS-DBN method for conducting 
secure data routing using an authentication 
mechanism to perceive the malicious CR users and 
remove them in ending sensing decision process 
and design high probability of detection rate via 
Deep Belief Network.  

 To perform authentication process employing 
Poisson Regressive Analysis function based on a 
secure linear sensing model, therefore guarantee 
the better packet delivery ratio and minimum 
end-to-end delay. 

 To execute Schnorr Signature Cryptographic 
mechanism based on a discrete logarithm function 
for performing authenticity between sender and 
receiver and then proceeding with data routing 
between them, therefore, reducing end-to-end 
delay and improving data confidentiality. 

 To assess the efficiency of the proposed RTSS-DBN 
technique by assessing the main metrics such as 
the end-to-end delay reduction, improved data 
confidentiality, improved packet delivery ratio, 
and reduced routing overhead. 

 

1.1 Paper Organization  

In the present work, the paper is organized based on 
methods involved in identifying secure data routing by 
using efficient DL techniques. While, research on 
traditional methods together with their outcomes 
obtained is done on related domain with different 
methods and research gaps are also presented in 
Section 2. Moreover, section 3suggests materials and 
methodology executed in the proposed Regressive 
Trust-aware Schnorr Signature based Deep Belief 

Network (RTSS-DBN) in CRN. In section 4, the results 
achieved by proposed RTSS-DBN method are discussed. 
The comparative analysis of existing methods with 
proposed method described in Section 5. Finally, the 
conclusion of the proposed RTSS-DBNmethodis 
provided in Section 6.  

 

2. RELATED WORKS 

Security in the physical layer is one of the most 
paramount aspects as far as cognitive radio networks 
(CNRs) are concerned owing to energy of spectrum 
access which stretches out to questions of defensive 
receptive information. Leading comparison to 
established methods of encryption used on higher 
layers, security in physical layer uses certain essential 
wireless channel features. It makes certain to signals 
cannot be decoded even when they have been episodic 
via eavesdropper. 

To ensure secure communication with energy-efficient 
mechanism, an energy consumption model via 
collaborative spectrum sensing with reduced energy 
utilization and improved throughput was proposed in 
[16]. Yet another method to provide security 
employing two-level shared key authentication 
mechanism was designed in [17] for CRN. Here, only 
based on the common authentication among main and 
minor users greatest capacity channel was shared with 
better secrecy. But, the congestion failed to focus. To 
address this problem, [18] proposed an Optimized 
Energy Efficient Secure Routing Protocol to guarantee 
improved throughput. 

Wireless communication based on CRNs is organized 
with the intent of selecting the most pertinent 
channel between accessible alternatives with the 
objective of optimizing spectrum resource usage. 
Nevertheless, spectrumsharing in CR network has a 
number ofdrawbacks and hence data transmissions are 
susceptible to securityattacks due to the reason that 
licensed and unlicensed users sharing same network. 

In [19], An energy efficient Deep Belief Network 
routing protocol, which is aimed at improving the 
transmission of data across the path chosen.Also, for 
effective data communication, an optimization 
method employing Mantaray Foraging Optimization 
(MRFO) algorithm was presented to improve packet 
delivery rate. A review of methods to mitigate security 
threats employing DL method was described in [20]. A 
hybrid integration of ML and DL employing LSTM and 
ELM for achieving temporal features from spectral 
data and to develop energy, distance for better 
sensing performance was investigated in [21]. 

In [22], dynamic radiospectrum management by taking 
into consideration the multi-criteriaalgorithm for 
provide security and QoS of secondary user‟s usage 
was achieved. Here, a multi-agent system model 
obtaining autonomous learning and focus on a spirited 
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cognitive environment was considered with developed 
security. But, throughput of data packets was not 
concentrated. To achieve on this aspect, a three-
dimensional Markov chain was designed in [23] with 
adjustable transmission rate. In [24], A motion-
optimization-based, traffic-driven clustering routing 
scheme was developed to minimize the energy that is 
used during routing.Allocation of spectrum in an 
arbitrary fashion permits secondaryusers (SU) to access 
frequency band for transmission in a temporary 
fashion by detecting spectrum hole when 
authorizedprimary user (PU) is not utilizing authorized 
frequency band. Nevertheless, cooperative spectrum 
sensing also new security problems, to name a few 
being, data falsification, PU emulationattacks, channel 
blockings and so on. A Multi-layer Hyper-Graph for 
improved throughput with secured routing was 
designed in [25]. A holistic survey of data privacy and 
security concerns for processing large amounts of data 
was investigated in [26].  

With the objective of addressing the issues of shortage 
occurring in spectrum resource, a district autonomous 
security cooperative spectrum sensing process utilizing 
trust value as a major factor was designed in [27] in 
cognitive radio to recognize malicious node attacks. 
Yet another chicken swarm optimization method for 
focusing on the probability of detection rate was 
designed in [28]. In [29], a secure routing model based 

on trust factor was introduced by using route decision 
algorithms. Distributed reinforcement learning was 
applied in [30] for allocating spectrum in an arbitrary 
fashion.  

 

3. METHODOLOGY 

Cognitive Radio Networks (CRNs) are utilized whenever 
there arises‟ a requirement for selecting intelligent 
channel. Employing CR the trans-receiver transmits 
the examine the signals on CRN to confirm if the 
network is free or not. Upon successful completion of 
the scan process, secure data routing is designed on 
network. To various guarantee secure data routing 
state-of-the-art methods are proposed to optimize 
prediction accuracy, precision with minimal 
computation and encryption/decryption time. As 
optimizing these different metrics, there is positive 
security loop holes created in CRNs. Owing to these 
onwards loop holes, data routing capabilities of CR 
nodes get precious as malicious users authority 
unacceptable signatures therefore compromising the 
entire network. This work presents a secure deep 
learning-based routing process in CRN, referred to as 
Regressive Trust-aware Schnorr Signature-based Deep 
Belief Network (RTSS-DBN), to deal with these 
problems. Figure 1 shows the design of the RTSS-DBN 
approach. 

 

 

Fig. 1. Structure of RTSS-DBN method 

 
From above figure 1, the RTSS-DBN method is split into 
three layers for secure data routing in CRN. Different 
numbers of cognitive users are considered as input in 
the input layer. Followed by which different numbers 
of cognitive users are send to first hidden layer. In 
first hidden layer, Poisson Regressive Analysis is 
performed to categorize the cognitive user nodes into 
normal or malicious based on their behavior (i.e., trust 
value). After that the classified cognitive user nodes 
(i.e. normal/malicious) are sent to the second hidden 
layer. In the second hidden layer Schnorr Signature 
Cryptographic Data Transfer is performed with normal 

sensor nodes to enhance the data routing security via 
key generation, signing and verification process. 
Finally secure data routing between cognitive user 
nodes are said to be ensured.  
 

3.1 System model of Secured Data Routing in CRN 

Figure 2 given below shows the system model followed 

for secured data routing in CRN including „𝑚‟ primary 

user‟s symbolized as „𝑃𝑈 =  𝑃𝑈1 , 𝑃𝑈2 , … . , 𝑃𝑈𝑚  ‟ and 

„𝑛‟ is denotes the secondary users 
„𝑆𝑈 =  𝑆𝑈1 , 𝑆𝑈2, … , 𝑆𝑈𝑛 ‟ respectively.  
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Fig. 2. System models of secured data routing in CRN 

 
Above figure 2, described in the system model two 
primary users and secondary users are connected to a 
fusion center to structure secure data routing in CRN. 

The primary user „𝑃𝑈‟ is appropriated to broad-band 

channel involves the „𝐿‟ non-overlapping frequency 

bands „ 𝑓1, 𝑓2, … , 𝑓𝑙 ‟. Let „𝐻1,𝑙
𝑃𝑈‟ and „𝐻0,𝑙

𝑃𝑈 ‟ signified as 

the hypothesis that „𝑙 − 𝑡𝑕‟ frequency band is engaged 

by primary user „𝑃𝑈‟ and „𝑙 − 𝑡𝑕‟ frequency band is 

obtainable for secondary user „𝑆𝑈𝑗 ‟.  The secure data 

routing is performed to over common fusion center 

„𝐹𝐶‟. Here two different phases are involved in the 
design of secure data routing, i.e., local spectrum 
sensing (LSS) phase and energy-efficient scheduling 
(EES) phase respectively. The channel gains for LSS 

links „𝑃𝑈𝑖 → 𝑆𝑈𝑗 ‟ and EES links „𝑆𝑈𝑗 → 𝐹𝐶‟ are denoted 

by „𝑕𝑃𝑖𝑆𝑗
‟ and „𝑕𝑆𝑗𝐹

‟ correspondingly.  

 

3.2 Local spectrum sensing and Energy-efficient 
scheduling 

To start with, cognitive radio nodes along with Local 
spectrum sensing (LSS) phase and Energy-efficient 
scheduling (EES) phase are considered as input in the 
input layer. 
 

3.2.1 Local spectrum sensing (LSS) phase 

After formation of SUs into group with each SU 
assigned with a specific frequency channel, every SU 
carried the local spectrum sensing (LSS) on its assigned 
channels. Over the LSS channel the received signal at 

„𝑆𝑈𝑗 ‟ is formulated as, 

 

In equation (1) „𝑆𝑉‟, is the transmitted signal vector 

from the „𝑃𝑈‟ primary user and „𝜀𝑖
𝐿𝑆𝑆‟ is symbolized 

the noise vector at secondary user „𝑆𝑈𝑗 ‟ over the LSS 

channel.  

3.2.2 Energy-efficient scheduling (EES) phase 

Second with the completion of LSS phase, SUs are 
planned to carry out the sensing in a time-division way 
with energy-efficient scheduling. With aim of detailing 
the accessibility of frequency bands within 

transmission range of „𝑃𝑈‟, let us describe a SIR of 
length „𝐿‟, where bits „0‟ and „1‟ is frequency band 
being utilized and frequency band being offered. Let 

assume they represent two energy thresholds „𝐸1,𝑖 𝑙 ‟ 

and „𝐸2,𝑖 𝑙 ‟ where „𝐸1,𝑖 𝑙 < 𝐸2,𝑖 𝑙 ‟. Furthermore 

„𝑆𝐼𝑅𝑖
𝐿𝑆𝑆‟ denote the SIR measured at „𝑆𝑈𝑗 ‟ over the LSS 

channel „𝑕𝑃𝑖𝑆𝑗
‟. Then, Energy-efficient scheduling 

(EES) phase for the „𝑙 − 𝑡𝑕‟ element of „𝑆𝐼𝑅𝑖
𝐿𝑆𝑆‟ is 

mathematically stated as given below.  

 

From the above equation (2) „𝜑 .  ‟ denotes the energy 
estimation of an observed signal that is being 
forwarded to the fusion center for further processing.  

Dissolving the security issue in CRN and in the process 
of trying to improve data confidentiality, we suggest 
two new processes: an authentication process and a 
shifted spectrum sensing process, to be carried out in 
a two-layer concealment, which data is being 
transferred safely. 
 

3.3 Poisson Regressive Trust-based Authentication 

Poisson Regressive CRN designed with „𝑖‟ nodes 

classified into „𝑋‟ normal nodes (SUs) and „𝑌‟ MUs, 
which assist with a fusion center „𝐹𝐶‟to carry out the 
spectrum sensing process in the first hidden layer. 
Previous to arriving at final decision pertaining to 
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spectrum occupation, all CRN users, comprising SUs 
and MUs, at first performed an authentication process 
based on Poisson Regressive Analysis, to verify their 
reliability. After that, once the following FC has 
achieved its classification, every user is either known 
as a trusted user or malicious user and the classified 
nodes are sent to the second hidden layer. Figure 3 
given below shows the flow diagram of Poisson 
Regressive Trust-based Authentication model.  

 

 
Fig. 3. Flow diagram of Poisson Regressive Trust-based 

Authentication 

 
As illustrated in the above figure with the presence of 
secondary users SUs and malicious users MUs a Poisson 
Regressive Trust-based Authentication model is 

applied according to the frequency band presence „𝐻1‟ 

or frequency band absence „𝐻0‟. Followed by which 
classification of legitimate SUs and malicious MUs are 
performed according to the trustworthiness of node. 
Finally, the fusion centre applies Poisson Regressive 
Analysis function to declare global decision regarding 
the classified normal and malicious nodes.  

For primary trust evaluation, a SU node obtains 
information regarding its adjacent nodes‟ behavior 
pertaining to a designated task. The trustworthiness of 
the adjacent nodes‟ is obtained in terms of the rate at 

which packets are forwarded by them. Let „𝑈𝑖 ,𝑗
𝑙 ‟, „𝑉𝑖,𝑗

𝑙 ‟ 

is the number of packets forwarded from SU „𝑖‟ to „𝑗‟ 
with additionally from SU „𝑗‟ to its consecutive 

adjacent nodes‟ at time instance „𝑡𝑙‟ respectively.  

 

From the above equation (3), the primary trust value, 

„𝑃𝑇𝑖 ,𝑗
𝑙 ‟ measured by node „𝑖‟ for its adjacent node „𝑗‟ 

on the basis of node „𝑖′𝑠‟ scrutiny at time instance „𝑡𝑙‟. 
In the midst of inadequate information exchange 
between nodes, secondary trust measurement parallel 
to primary trust aids the accuracy by increasing the 
accuracy of trust evaluation. With the assumption that 

the total number of adjacent nodes are „𝐴𝑁𝑖,𝑗 ‟, then 

the secondary trust measured by „𝑆𝑈𝑖‟ for „𝑆𝑈𝑗 ‟ at 

time instance „𝑡𝑙‟ is obtained as given below.  

 

From the above equation (4) the secondary trust value 

„𝑆𝑇𝑖 ,𝑗
𝑙 ‟ is measured by taking into considerations the 

primary trust value results „𝑃𝑇𝑧,𝑗
𝑙 ‟ and the 

corresponding adjacent nodes are „𝐴𝑁𝑖,𝑗 ‟ respectively. 

Then employing the primary trust results and the 
secondary trust results the overall trust value based on 
the behavior is obtained as given below.  

 

Finally by employing a secure linear sensing model 
using the Poisson Regressive Analysis function 
trustworthiness is established where malicious are 
eliminated them in the final sensing decision. The 
Poisson Regressive Analysis function to detect 
malicious user is calculated as,  

 

In equation (6), the probability of seeking „𝑘‟ 
trustworthiness of secondary users in time „𝑡‟, is 

calculated by taking into thought event rate „𝜆‟ (i.e. 
number of secondary users per unit time) and total 
event rate „𝑘‟ (i.e. overall number of secondary users 
for simulation) respectively.  
 

3.4 Schnorr Signature Cryptography-based Secure 
Data Routing  

Finally, the proposed method secures routing requests 
and reply messages by encrypting them using the 
Schnorr Signature Cryptographic technique for each 
classified trusted user. The proposed technique is 
designed in such a manner so as to maximize security 
level of routes for each classified trusted user via 
second hidden layer. In the second process (i.e. 
second hidden layer), a novel sensing mechanism 
based on a discrete logarithm function to scan a 
wideband spectrum for each classified trusted 
userwith a high probability of detection rate 
employing Schnorr Signature Cryptographic is 
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designed. By employing Schnorr Signature 
Cryptographic technique the packet for each classified 
trusted user is routed through a network while 
safeguarding it from attacks by only ensuring 
authenticity of replies. To be more specific by only 
ensuring authenticity of request and replies between 
trusted users (i.e. sender/receiver) packets are routed 
securely using Schnorr Signature Cryptographic 
technique in CRN. The Schnorr Signature 
Cryptographic-based secured data routing being a 

digital signature „𝐷𝑆 =  𝐾𝐺, 𝑆𝑖𝑔, 𝑉𝑒𝑟 ‟ comprises of 
three processes, namely, key generation, signing and 
verification.  
 

3.4.1 Key Generation 

In Key Generation „𝐾𝐺‟ process a pair of public key 
and secure keys are generated for each classified 
trusted user„SUs‟ on the basis of the security 
parameter input „1𝑧‟. On one hand the public key 

„𝑃𝑢𝑏𝐾‟ is aired on an open channel whereas the secret 

key or private key „𝑃𝑟𝑖𝑣𝐾‟ is kept secret by the 
classified trusted user „SUs‟ or cognitive user.Let us 
select a generator „𝐺𝑒𝑛 ← 𝔾 𝐴𝑟𝑏 ‟ and generate 

arbitrary value „𝑟𝑛𝑑 ← ℤ𝑞
∗  𝐴𝑟𝑏 ‟. Then, adjust „𝑥1 =

𝐺𝑒𝑛𝑟𝑛𝑑 ‟ and „𝑥2 = 𝑥1
𝑟𝑛𝑑 ‟ and select hash function along 

with the public and secret or private key as given 
below. 

 

 

 

From the above equations (7), (8) and (9), secret key 

or private key „𝑃𝑟𝑖𝑣𝐾‟ is retained by the classified 
trusted user „SUs‟ while the public key is symbolized 

as „𝑃𝑢𝑏𝐾‟ is used for further processing.  
 

3.4.2 Signing 

Following the key generation process, the classified 

trusted sender user „SUs‟ encrypts the packet „𝐷𝑃‟ by 
using classified trusted receiver user public key.Given 

a packet „𝐷𝑃 ∈  0,1 ∗‟ and secret key or private key 
„𝑃𝑟𝑖𝑣𝐾‟ as input, a random salt (i.e. in addition to 
hash function a password is included to defend against 

attacks) „𝑅𝑆 ← ℤ𝑞
∗ ‟. Then, following functions are 

evaluated to generate digital signature. 

 

 

Finally, with the above intermediate functions 
according to (10), (11), (12) and (13), the digital 
signature is generated a given below.  

 

With the above generated digital signature along with 
the packet, the classified trusted sender user sends it 
to the receiver through intermediate node.  
 

3.4.3 Verification 

Finally in the verification process, the receiver node 
by only ensuring authenticity of replydecrypt the 
cipher packet and obtain the original packet. To verify 

digital signature „𝜎 =  𝑐, 𝑆𝑖𝑔 ‟ of a packet „𝐷𝑃‟ the 
following intervening functions are evaluated. 

 

 

In the end, the validity or verification is performed 
using digital signature to ensure authenticity of replies 
by the receiver node as given below. 

 

From the above equation (17) only upon the successful 
validity, secured data routing is ensured via second 
hidden layer. Finally high detection results are sent to 
the output layer therefore ensuring secure data 
routing in CRN. This in turn ensures secured data 
routing at the output layer in CRN. The pseudo code 
representation of a Regressive Trust-aware Schnorr 
Signature based Deep Belief Network (RTSS-DBN) 
secure data routing method employing deep learning 
in CRN is given below.  
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As given in the above algorithm, a secure data routing 
in CRN, a pseudo code representation of sending 
packet across network while safeguarding it from 
attacks by ensuring its authenticity is presented. The 
entire pseudo code representation is separated into 
two sections, each consisting of four separate levels: 
an input layer, two hidden layers, and an output layer. 
The input layer of the simulation parameters listed in 
table 1 is initially acquired. Next, in the first hidden 
layer, Poisson Regressive Trust-based Authentication is 
carried out to confirm the reliability of users and 
based on the trust each user is either recognized as a 
trusted user or malicious user and the classified nodes 
are sent to the second hidden layer for further 
processing. In this way by only sending the trusted 
classified nodes for further processing, the end-to-end 
delay and data confidentiality rate is developed. 
Following which in the second hidden layer, Schnorr 
Signature Cryptography-based Secure Data Routing is 
conducted wherein the trusted user is permitted to 
initiate with the data routing process. Here, based on 
a discrete logarithm function to scan a wideband 

spectrum only ensuring the authenticity between the 
sender and receiver data routing is accomplished 
between them. This in turn improves the packet 
delivery ratio with minimal routing overhead.  
 

4. EXPERIMENTAL ANALYSIS 

The experimental evaluation of proposed ELSTM-RPO 
method for the CRN generated using NS-3 simulation 
software. The total number of iterations is 50, and the 
population size or number of users is assumed to be 
50. Reinforcement Learning-based Ensemble 
Regression (RL-ER), one of the few current 
methodologies, is compared to the suggested method 
[1]. and the Best Malicious User Detection for 
Spectrum Sensing Using Deep Learning (ODL-MUDSS) 
[2] in terms of different analyses such as 
authentication rate, data confidentiality rate, 
intrusion rate, and encryption/decryption time to 
establish the superiority of the developed method. 
The simulation parameters are provided in table.  
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5. Performance evaluation  

Three algorithms, RTSS-DBN, RL-ER [1], and ODL-
MUDSS [2] are used to simulate the proposed secure 
data routing algorithm. Its performance is then 
compared to the two other data routing algorithms on 
several metrics. Data confidentiality is a measure of 
how secure data packet is routed in CRN, while packet 
delivery ratio is a measure of how reliably data 
packets are routed in CRN. Here secure data packet 
routed refers to protecting against malicious users 
whereas reliable data packets focus on consistently 
performing data routing without taking into 
consideration the malicious user intent.  
 

5.1 Inferences 

Spectrum sensing is critical:Accurate detection of 
presence of primary user is significant in identifying 
available spectrum holes that are crucial for secure 
data routing in a CRN. By employing Poisson 
Regressive Trust-based Authentication mechanism via 
Deep Belief Network in the proposed RTSS-DBN 
method, aids in addressing end-to-end delay and data 
confidentiality rate in a significant manner.  

To protect data confidentiality, Schnorr Signature 
Cryptographymechanism is applied, while 
authentication mechanisms are designed in validating 
and analyzing the legitimacy of communicating nodes 
(i.e. cognitive sender and cognitive receiver nodes) 
within the network.  

Trust management: Also identifying and circumventing 
probable malicious nodes or malicious users is critical 
for secure data routing, is achieved through trust 
management mechanisms (i.e., primary trust and 
secondary trust) that evaluate node behavior prior to 
the secure data routing process, therefore improving 
packet delivery ratio with minimal routing overhead.  
 

5.2 Data confidentiality rate 

Data confidentiality rate is evaluated to engage in 
analysis of low risk data routing in CRN. It is 
mathematically formulated as, 

 

From the above equation (18) the data confidentiality 

or confidentiality rate „𝐶𝑅‟ is measured by taking into 
considerations the data packets involved in simulation 
process „𝐷𝑃𝑖‟ and the number of data packets accessed 

by authenticated cognitive users „𝐷𝑃𝐴𝐶𝑈 ‟. 𝐶𝑅 is 
measured in percentage (%), advanced the data 
confidentiality or confidentiality rate better the 
efficiency of the method is said to be. Table 2 shows 
the data confidentiality rate of the proposed and 
existing methods. From Table 2, the proposed RTSS-
DBN method data confidentiality rate for 50 data 
packets in 96%, which is significantly higher compared 
to the existing RL-ER [1] (88%), ODL-MUDSS [2] (82%). 
Therefore, it is clear to propose the RTSS-DBN method 
outperforms other conventional methods in data 
confidentiality rate.  

 

 

 
Fig. 4. Performance measurement based on data 

confidentiality rate 
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In figure 4, describe the compares our proposed RTSS-
DBN method with RL-ER [1] and ODL-MUDSS [2]. It is 
obvious from figure to data confidentiality rate 
reduces when more data packets are present in 
network for being routed. However, the data 
confidentiality rate in the proposed RTSS-DBN method 
is better than that of the with RL-ER [1] and ODL-
MUDSS [2] because the routes contain only trusted 
users whereas malicious users to have lower belief 
level are debarred. The reason due to the 
improvement in data confidentiality rate can be 
contributed to the authentication process followed 
employing Poisson Regressive Analysis. Only upon 
confirming with the reliability via primary and 
secondary trust value, authentication is ensured. This 
in turn improves overall data confidentiality using 
RTSS-DBN method by 9% and 15% compared to [1],[2]. 
 

5.3 Impact of End-to-end delay  

End-to-end delay is defined as the total time taken by 
a packet to reach the destination node after being 
sent by the source node. A more precise measurement 
of end-to-end delay is used to determine the time 
required for all packets to reach the destination. The 
end-to-end delay is calculated as follows: 

 

In equation (19), the „𝐸2𝐸‟ denotes the end-to-end 
delay based on end time it takes for a packet to 

receive destination „𝑇𝑖 𝐸𝑛𝑑 ‟ and start time it takes for a 

packet to propagate „𝑇𝑖 𝑆𝑡𝑎𝑟𝑡 ‟. It is measured in terms 
of seconds (sec). From Table 3, proposed RTSS-DBN 
method demonstrates a more efficient end-to-end 
delay process, taking only 5.35 sec to ensure secure 
data routing, with RL-ER [1] taking 7.16 sec and ODL-
MUDSS [2], requiring 8.45sec. 

 

 

 
Fig. 5. Performance measurement based on end-to-end 

delay 

 
In figure 5, represent the end-to-end delay in our 
proposed RTSS-DBN method and two existing methods, 
RL-ER [1] and ODL-MUDSS [2]. It is described that 

relationship between 𝐸2𝐸 and number of users in CRN 
is neither a contrary relation nor way relation. In other 

words, as the number of users improves, the 𝐸2𝐸 
neither improve nor reduce in all three different 
methods. But, in our proposed RTSS-DBN method 
minimizes more than [1] and [2]. Consequently, our 
proposed secure data routing algorithm better than [1] 
and [2]. The end-to-end delay is improved by up to 9% 
and 15% upon comparison to [1], [2]. This is because of 
the end-to-end delay minimizes is having more SUs or 
users improves the chance of having more routes, 
hence, the data packets will be securely re-routed if 
one route is hidden. Also, by applying the Poisson 
Regressive Trust-based Authentication model in the 
first hidden layer, only the trusted classified nodes are 
sent to the second hidden layer for further processing. 
In this way by only sending the trusted classified nodes 

for further processing reduces the 𝐸2𝐸 in a significant 
manner.  

 

5.4 Analysis of Packet delivery ratio  

Ratio between packet delivery to the destination node 
and the packets generated by the source node is 
referred to as the packet delivery ratio. It is 
formulated as, 

 

From equation (20), the „𝑃𝐷𝑅‟ is denotes the packet 
delivery ratio based on percentage ratio of packet sent 

„𝐷𝑃𝑠𝑒𝑛𝑡 ‟ to the packet received „𝐷𝑃𝑟𝑒𝑐𝑣𝑑 ‟. 𝑃𝐷𝑅 is 
measured in percentage (%). From below Table 4, 
provides a comparison of the packet delivery ratio 
between the RTSS-DBN and existing methods, [1] and 
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[2]. The data clearly indicates that RTSS-DBN method 
consistently outperforms RL-ER [1] and ODL-MUDSS [2], 
not only in data confidentiality rate but also in packet 
delivery ratio also.  

 

 

 
Fig. 6. Performance measurement based on packet 

delivery ratio 

 
Figure 6 compares the packet delivery ratio (PDR) of 
the proposed RTSS-DBN method with two existing 
methods, RL-ER [1] and ODL-MUDSS [2]. The 
relationship between PDR and the number of data 
packets in the network is non-linear. Specifically, the 
PDR decreases as the number of data packets 
increases from 50 to 250, but it improves when the 
number of packets increases further from 300 to 500, 
due to the availability of multiple routing paths. 
Overall, the RTSS-DBN method achieves a higher 
packet delivery ratio compared to the other methods. 
It can reach up to 90% using RTSS-DBN method whereas 
reaches to 80% using [1] and 76% using [2] 
respectively. From this result the packet delivery ratio 
proved to be better using RTSS-DBN than [1] and [2]. 
The reason would be contributed to be application of 
Schnorr Signature Cryptography-based Secure Data 
Routing algorithm. By applying this algorithm only 
upon successful authenticity among the sender and 

receiver based on separate logarithm function secure 
data routing was ensured. The packet delivery ratio 
using proposed RTSS-DBN method is improved by 9% 
and 21% compared to [1] and [2]. 
 

5.5 Routing overhead  

It is a ratio of the amount of routing packets to the 
total amount of packets transmitted through the 
network.  In other words, routing overhead is a 
performance metric to evaluate significantly a routing 
protocol utilizes control traffic proportionate to data 
traffic. It‟s brought about by the requirement to send 
additional control packets with the objective to ensure 
that data packets are delivered successfully.  

 

From (21), the RO formulate for measuring routing 
overhead in CRN is the total number of routing control 

packets „𝐷𝑃𝑅𝐶 ‟ to total number of data packets „𝐷𝑃‟. 
Finally, table 5 given below lists the routing overhead 
incurred during the process of secure data routing in 
CRN.  

 

 

 
Fig. 7. Performance measurement based on routing 

overhead 
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Figure 7 illustrates the routing overhead of the 
proposed RTSS-DBN method compared with RL-ER [1] 
and ODL-MUDSS [2]. Routing overhead is measured as 
the ratio of routing packets to the total number of 
available channels in the network. As cognitive users 
gain access to more channels for sending data routing 
requests, the routing overhead decreases. Although 
the routing overhead generally reduces with an 
increasing number of available channels, the proposed 
RTSS-DBN method consistently maintains a lower 
overhead compared to RL-ER [1] and ODL-MUDSS [2], 
demonstrating its efficiency in managing network 
resources. The reason would be contributed to the 
application of Schnorr Signature Cryptography 
mechanism. By applying this mechanism in the second 
hidden layer of deep belief network the packet for 
each classified trusted user were routed via a network 
while safeguarding it from attacks by only ensuring 
authenticity of replies. The RTSS-DBN method using 
reduced routing overhead by 14% and 23% compared to 
[1] and [2] 
 

6. CONCLUSION  

A proposed secure data routing method in cognitive 
radio network using deep learning called, Deep Belief 
Neural Network (RTSS-DBN) is proposed in such a way 
that the data confidentiality rate and packet delivery 
ratio are enhanced with lesser end-to-end delay and 
routing overhead. First, Local spectrum sensing (LSS) 
phase and Energy-efficient scheduling (EES) phase 
were carried out and provided as input in the input 
layer. Next, an authentication mechanism employing 
Poisson Regressive Analysis was carried out and 
according to the trustworthiness of node, trusted users 
were sent for further processing whereas the malicious 
users were discarded. Finally, with the classified 
trusted users data routing process were initiated and 
then validated employing Schnorr Signature 
Cryptographic technique wherein classified trusted 
user were routed via a network while safeguarding it 
from attacks and only upon successful authenticity of 
replies ensured routing. It is delegated in simulation 
outcomes to maximum probability of data 
confidentiality rate and minimum routing overhead 
with optimal minimal end-to-end delay is achieved by 
proposed method. 
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