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. ) ABSTRACT
Software-Defined Networking (SDN),
Millimeter-Wave (mmWave) The accelerating popularity of data-intensive services like high-definition video stream-
Backhaul, ing, cloud-based real-time gaming, and mission-critical Internet of Things applications have
Wireless Virtual Private Network heightened the pressure on wireless networks that need to sustain both blazing high data
Se(c\ﬁ:':);n d Scalable 5G/6G rates and the highest level of security. The present study in turn addresses the integration
Networks, between software-defined networking (SDN) and millimeter-wave (mmWave) communication

QoS-Aware Dynamic Routing, technologie§ to integrate WI:reless virtual privat'e networks (VPNs) powered F)y scalable and
SDN-Based Mobility Management secure services over dynamic backhaul. In particular, we report on a fully simulated model
that models wireless VPN application over 60 GHz mmWave wireless links, mediated via an
SDN-based control plane. The architecture utilizes open hardware based on programmable
OpenFlow switch controllers to execute security policies based on flows, dynamically route
VPN paths, and adjust to rerouting and the failure of links and topological changes. In order
to test the performance of the proposed system, massive NS-3 and Mininet-WiFi simulations
were performed and combined with SDN-based logic and IPsec VPN encapsulation. These sim-
ulations model a heterogeneous mobility and fixed client of the urban network and assesses
them in the performance under different conditions of node density, mobility, and traffic
pattern. Selected key quality of experience (QoE) and quality of service (QoS) metrics (e.g.,
end-to-end throughput, average latency, jitter, packet loss rate, and VPN reconfiguration
delay) were compared with static and dynamic scenarios. Findings indicate that SDN-based
mmWave backhaul can improve network responsiveness and resource utilization to a signifi-
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next-generation urban deployments in 5G/6G. This paper establishes a background platform,
upon which highly reliable and secure wireless backhaul networks to provide the challenging
needs of the future smart cities and enterprise wireless VPN services exist.
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INTRODUCTION

Future wireless networking promises hyper-fast, low-la-
tency communication with one of the clear needs being
high-speed, low latency, and secure communications
across a more dynamic and data-intensive environ-
ment. New applications, including 4K/8K video stream-
ing, augmented and virtual reality (AR/VR), self-driving
vehicles, industrial automation, and some services
offered through the tactile Internet, have brought rad-
ical growth in bandwidth and reliability requirements.
Such needs place tremendous strain on current backhaul
infrastructures particularly in heavily populated metro-
politan regions, intelligent campus, and moveable busi-
ness space.!"

In order to address these issues, millimeter-wave
(mmWave) communication with 30300 GHz frequency
bands are capable of covering unprecedented band-
width that can be multigigabit per second (Gbps) back-
haul connections.l? Nonetheless, mmWave links are
vulnerable in their nature: mobile and nonline of sight
(NLOS) channels tend to have high path loss, suffer
blockage by objects, and have misalignment of beams.!*!
Such vulnerability requires dynamic and smart backhaul
management, in which the software-defined networking
(SDN) is vital.®> SDN fulfils the vision of centrally man-
aged flexible and programmable routing and fine gran-
ularity of resource allocation in networks, so that they
can accommodate quick topology and environmental
changes. Thanks to the real-time communication with
the network, SDN controllers can redirect traffic flows,
reassign bandwidth to demands, and sustain service
continuity when in disruptive contexts.!®7!

Meanwhile, the wireless virtual private networks (VPNs)
have sustained irreparable role in providing confidential-
ity, integrity, and authentication in the shared or public
wireless setting.®! VPNs offer secure encryption tunnels
across wireless links; so secure that enterprise and user
data are safely encapsulated, and transferred across
trusted and untrusted infrastructure. However, there
are no studies on the simultaneous optimization of the
performance of VPNs, mmWave links, and the SDN-based
routing. The literature has traditionally addressed each
of these components independently and overlooked
their rather large interplay with another component:
the overheads of encryption, the swings in link quality,
and controller-based reconfiguration.

Although the performance of the mmWave backhaul has
been studied in many works and the use of SDN in rout-
ing purposes of wireless networks has been discussed,

very less literature exists in the assessment of an
integrated framework that observes the end-to-end
behavior of VPN over the SDN-managed mmWave infra-
structures.®’! In particular, there is inadequate infor-
mation available in the literature on the effect of the
SDN control decisions on encapsulated VPN flows in a
dynamic and volatile wireless backhaul network. Along
with this, the trade-off among quality of service (QoS)
parameters, that is, latency, jitter, and packet loss, and
the overhead introduced by encryption and security
protocols have not received due attention.t 7 Further
work should also be carried out to look into resilience
and stability of VPN tunnels in case of SDN-triggered
rerouting events, which occur frequently in mobile or
blocked environments.['”1 Also, little is known as to how
the difference in traffic profiles and user mobility behav-
iors affect the overall performance of the system in the
context of the tunnel continuity and service continuity/
reliability in these types of hybrid architecture.

The increased requirements of the next-generation wire-
less networks involving wireless data communications
and their applications necessitate the need to develop
a very robust and secure communication framework.['d
It offers an end-to-end simulation framework that com-
bines mmWave wireless backhaul modelling, dynamic
routing control based on SDN, secure VPN tunnel strat-
egies, and realistic mobility and patterns of users and
can be delivered. It will first and foremost aim at mod-
eling and simulating the behavior of wireless VPNs
working on SDN-controlled mmWave backhaul links.
Using this framework, the paper would lay the ground
to measure important QoS parameters—like throughput,
latency, jitter and also packet loss—in a network state
that is dynamically changing. It also aims at studying
the impact of SDN routing decisions and mmWave link
instability on VPN tunnel integrity and service reliabil-
ity. Finally, the study will also aim at offering design
lessons and suggestions on the deployment of scalable,
secure, and high-performance wireless VPN infrastruc-
tures in future smart network systems such as the use
of 6G implementations, enterprise mesh, and urban loT
systems.["1Z]

This study has three major contributions. First, it pro-
poses a unified simulation and analysis modeling base
that allows coupling NS-3, Mininet-WiFi, and proprietary
SDN control logic with mathematical representations of
the mmWave path loss, VPN encryption overhead, and
SDN queueing delay. Second, the research would give
a comparative performance assessment of SDN-based
and non-SDN-based VPN architecture when subjected
to dynamic mobility and fluctuating traffic and payload
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conditions to highlight key QoS metrics, including but
not limited to throughput, latency, jitter, packet loss,
and tunnel set-up time. Third, it gives an in-depth analy-
sis of the scalability and resilience of mmWave wireless
backhaul networks under user mobility, nonline-of-sight
(NLOS), and line-of-sight (LOS) blockages conditions, on
how SDN-aided rerouting and dynamic VPN reconfigu-
ration helps in achieving secure and high-performance
communication. "l

RELATED WORK

Open issues incorporation of mmWave communica-
tion, SDN, and VPNs has been raised as an increasingly
obvious strategy to concur with the requirements of
next-generation wireless backhaul systems. Every part
has been studied as an independent entity in different
studies, but their combined operation and performance
in changing wireless topologies has not been quite
explored.l'l

The study by Gupta et al.”” involved the discussion
of the mmWave technology as a high-capacity urban
backhaul technology. They demonstrated how a dense
deployment can employ 60 73 GHz bands to afford mult-
igigabit throughput. Nevertheless, the research likewise
stressed on the mmWave vulnerability to link obstruc-
tion and beam mis adjustment, especially in the usage
or mobility of objects or users. This was solved by Park
et al.’! who proposed a cross-layer optimization frame-
work of mmWave link reliability that uses beam adapta-
tion and path diversity. However, in their research, the
assumptions were under static routing, and there was no
SDN programmability or secure overlays.['>1!

Zhou et al.”! experimented with the concept of SDN
to dynamically manage the topology in 5G systems by
demonstrating enhanced flexibility in mobile wireless
backhaul environments. Their method took advantage
of central control in real-time route reconfiguration.
But in this case, little was thought of the integration
of factors like encryption overheads as well as secure
VPN tunnels. The SDN orchestration model suggested
by Riggio et al.’! came later, containing no information
about the analysis of VPN tunnel behavior or encrypted
traffic in the mmWave conditions.

Khan et al.[®! performed an experimental study on the
VPN deployment over wireless mesh network and also
compared the performance degradation between IPSec
and SSL-based tunnels. Although useful to measure the
encryption overhead, this study failed to measure the

resilience of the tunnel in a dynamic mmWave connec-
tion and re-routing because of SDN decisions. In addi-
tion, the stability of the VPN tunnel under real-time
mobility like handovers or topology changes was not fre-
quently handled.

In more recent studies, attempts have been made
to connect the threads. Chen et al.[' designed an
Al-compatible framework of SDN to anticipate mmWave
connectivity breakdowns and reroute traffic as a result.
Nonetheless, the system paid attention only to data
throughput and did not consider VPN tunneling and secu-
rity-aware flow control. On the same note, Patel and
Wongl”! have also studied fast rerouting in SDN-based
wireless mesh topology but without evaluating perfor-
mance and link characteristics with encrypted tunnels
and how they perform under blockage and interference
that is characterized by the mmWave systems.

Also, the application of embedded systems and loT
in secure wireless framework is gaining importance.
Articles like”? and!"! highlight the increased reliance of
the healthcare and smart monitoring software on effi-
cient and secure communicational infrastructures. Such
contributions to the integration of hardwarel'"! and VLSI
design,["l a MIMO system of high throughput! and the
use of composite technology to allow resiliencel' only
serves to further reinforce a single platform of simula-
tion which will demonstrate a commitment to represent
the performance as well as the resilience in the face of
real-world dynamics.

No current work has provided an end-to-end simula-
tion-based study of how wireless VPN performance
changes under SDN-controlled mmWave volumes, and
specifically with realistic, heavy traffic, mobility, and
encryption assumptions. In a rather critical gap, this
work proposes a holistic simulation approach to collec-
tively consider QoS, tunnel integrity, and reconfigura-
tion effects caused by SDN in volatile wireless networks.

SYSTEM ARCHITECTURE

The presented system architecture is expected to pro-
vide secure and high-performance communication
through mmWave wireless backhaul networks that are
controlled by the SDN controller. Which is integrate to
multiple access contains the technologies, software
defined controls and secure VPN suitable for the vari-
ous ranges of environment. The architecture is concep-
tually segregated into four major elements, namely,
the physical and logical network topology, separation
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of control-data plane solutions, and security using VPN
tunneling techniques. Figure 1 shows the architecture
proposed to support programmability with SDN, sup-
porting encrypted VPN tunnels over mmWave backhaul
that can offer both flexibility and secure communication
in moving wireless networks.

Network Topology

The general network provides a kind of hybrid wireless
architecture that involves an access network, mmWave
backhauling connectivity, SDN controllers, and VPN gate-
ways. Access network consists of several radio access
points (Wi-Fi 6/6E or 5G NR New Radio) to provide con-
nectivity to the end-users at high speed using the wire-
less connection. These APs form the first user traffic
point and send data to the wireless backhaul layer.

High-capacity, directional mmWave links are used to
create the backhaul network with frequencies of 60 GHz
(IEEE 802.11ad/ay) and 73 GHz (5G NR band n258). Such
mmWave connections offer multigigabit per second
transmission at low latency but offer very limited toler-
ance to signal blockage or misalighment.

The SDN controller (Ryu or ONOS) is installed and runs
at the center as a management element of the under-
lying infrastructure. The controller involves communi-
cation with OpenFlow-compatible wireless switches or
base station to ensure dynamic provisioning of rout-
ing paths according to the status of the available net-
work. At the same time, a VPN gateway (or several) is
deployed along the network perimeter, using protocols
such as OpenVPN or IPSec to use encryption over wire-
less backhaul to guarantee safe transport of enterprise
or privacy-sensitive data.

(A) Control Plane
Access Network
SDN
Controller
(( ), MmWave i Network
links . 1 OpenFlow Topology
lh\ " —
S premcadeccaas
@A g) H i Control and
o S ! OpenFlow H Data Plane
> Wi-Fi 60 GHz 1 switchs - Separation
73GHz.*\ . .. I
{[r .'rj) Security and
Backhaul AA VPN Tunnel VPN Tunneling
((2) “ 60 GHz
5G VPN
Gateway
AES-256
Encryption

Each node, to enable the directional high frequency
communication required in mmWave SDN backhaul-links,
will therefore include planar-phased array antennas
optimized toward the implementation of hand-crafted
analog beamforming. These are 28 GHz and 60 GHz
antennas with directional gain of up to 20 dBi and nor-
mal beamwidth between 10 and 30 degrees. The SDN
controller communicates with the antenna modules
such that beam orientation between the sending and
the receiving nodes are coordinated to ensure the least
possible angular disparity and the most received sig-
nal power. It is through this integration that directional
links could safely be subjected to real-time reconfigura-
tion in the presence of mobility induced misalighment.
Figure 1(a) shows the case of beam steering in between
access points along with angular offset compensation as
it happens in rerouting.

Control and Data Plane Separation

The most basic feature of the architecture is the sepa-
ration of the control plane and data plane, which is con-
sistent with the SDN paradigm. Global decision-making,
policy enforcement, and flow configuration is done in
the control plane (located in the SDN controller); the
data plane consists of forwarding elements (e.g., wire-
less switches and base stations) that simply follow the
dictum of the control plane.

The Southbound API includes the OpenFlow protocol that
the controller and data plane elements use to commu-
nicate with one another. SDN OpenFlow allows the SDN
controller to perform flow-table insertions, updates, and
deletions in real time (across switch forwarding tables),
where the network can dynamically adapt to mobility
events, topology changes, or degradation events on
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Fig. 1: (A) SDN-controlled network architecture with VPN Tunneling over mmWave backhaul. (B) Beam steering
at 28 GHz with angular deviation
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links. In other words, the controller is able to route VPN
traffic over alternative paths in the case of mmWave link
failure as a result of instantaneous obstruction.

The SDN controller provides Northbound APIs, usually
REST interfaces to enable support of higher-level appli-
cation requirements, including traffic engineering and
QoS services and resource appearance of VPNs. Such
APIs enable orchestration applications to seek band-
width guarantees, check performance as well as impose
service-level-agreement (SLA)-based fine-grained traffic
shaping policies. So, through this, the SDN will provide
programmability, scalability, and visibility to the wire-
less VPN infrastructure.

Security and VPN Tunneling

The proposed architecture is secure as it uses VPN tun-
nels on mmWave wireless links. These tunnels are cre-
ated over OpenVPN or IPSec and both of these support
AES-256 encryption that offer strong fidelity including
confidentiality, integrity, and authentication too. The
AES-256 is selected because of the large margin of
security and popular use in industry-level VPNs. The
protocols use elliptic curve Diffie-Hellman (ECDH) key
exchange so that there can be a secure key exchange
and that there is resistance with respect to eaves-
dropping. ECDH offers efficient cryptographic opera-
tions (which are possible in a limited environment or a
mobile environment) and provides forward secrecy. As
soon as a secure session is negotiated, a VPN tunnel

is dynamically assigned to the mmWave backhaul link
based on QoS needs, for example, minimum throughput
required, and maximum acceptable latency, topological
needs, for example, signal to noise ratio (SNR), or likeli-
hood of blockage, etc.

The process of this mapping is organized by the SDN
controller that relies on real-time network telemetry
to ensure encrypted flows through the most stable and
performing pathways. When a certain mmWave connec-
tion is getting unstable as a result of mobility or inter-
ference, the SDN controller can instantiate rapid VPN
tunnel or to other meters, avoiding disruption to the
sessions and reducing packet loss or latency surges.

METHODOLOGY

In order to test the laid down SDN-enabled wireless
VPN architecture using mmWave backhaul links and
networks, a holistic simulation environment was con-
structed involving wireless signal propagation modeling
simulation, VPN tunnel simulation, and SDN control sim-
ulation. The methodology has three main parts, which
are the simulation tools to be employed, the core per-
formance indicators the tools will use in the review, and
scenario settings that specify the network test environ-
ments. Figure 2: the simulation and analytical model-
ing flowchart of the assessment of SDN-based VPN on
mmWave backhaul. The architecture combines emu-
lation tools (NS-3 and Mininet-WiFi) with mathematical
modeling that provides blocks of Wave path loss, VPN

Simulation Flow , Modeling Modules
mWave Path
NS-3 Sinulator Loss Model
PL(d) = PL¢+10ylog,(d)
Models mmWave Pos(d)= e—bd
PHY/MAC (802.11ad)
VPN Tunnel |+ Throughput
Traffic Overhead * Latency
Tiec = L/Rgec — |+ Tunnel Loss
. _ Rep = Rraw (1= Hypy « Tunnel Setuf
Mininet-WiFi . — Time
Emulator SDN Queuing
Ryu/ONOS Delay Model
1
I Sourcenet Doov =75
Trafflc [ E2E Latency
Profile Tose = Tyrop + Thranss + Dspy +

Tenc + TMC

Fig. 2: Integrated simulation and analytical modeling framework for SDN-enabled VPN over mmWave networks
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overhead, SDN queuing, and E2E, with a goal to calcu-
late QoS measures.

Simulation Tools

The simulation platform combines network simulation
and network emulation platforms to enable desirable
fidelity to real-world protocol dynamics and control. The
wireless stack of communication is simulated by the NS-3
network simulator, especially with the mmWave module
that supports both the IEEE 802.11ad and 802.11ay. This
module facilitates proper modeling of physical and MAC
layer behaviors of high-frequency backhaul links such as
directional beamforming, transition between LOS and
NLOS, as well as Doppler effects.

Mininet-WiFi is employed as a means to emulate the
SDN operation and influence logical topology. It also
simulates wireless nodes, access points, and OpenFlow
switches and enables the inclusion of custom SDN con-
trollers like Ryu or ONOS. It offers a platform of flex-
ible evaluation of flow-based routing and dynamic
reconfiguration.

The OpenVPN is implemented over the wireless data
paths, which forms practical encrypted VPNs between
user nodes and gateways. The VPN layer is communicat-
ing with the SDN flow rules and reacts to the changes in
the network and provides feedback on the secure com-
munication performance and reliability in unstable wire-
less networks.

Performance Metrics

The analysis of the suggested framework is based on the
group of important performance indicators that incor-
porate the indicators of QoS and security characteristics
of the network. Important quantities are throughput,
which is the total rate at which application-layer data
are successfully conveyed in megabits per second (Mbps)
and which can be used to understand the capacity of the
system. The responsiveness of the network, particularly
in uneven link and routing environments, is measured
by latency, which is the round-trip delay between the
sender and receiver. Of specific importance to VolP or
real-time video streaming specifically is jitter, the sta-
tistical spread in packet arrival times. The packet loss
rate (PLR) indicates the amount of data packets that
have been lost via a transmission process, which indi-
cates possible problems concerning mmWave instability
of a link, interference, or routing is disrupted. Besides,
tunnel establishment time is the latency to go through
negotiations and configure a secure VPN tunnel key with

OpenVPN, including encryption handshake latency and
key exchange latency. In sum, these measures provide
a unified foundation through which communication
effectiveness, tunnel resilience, and flexibility of SDN-
regulated infrastructure within moving wireless environ-
ments can be analyzed.

Scenario Configurations

In order to create a realistic wireless, backhaul scenario,
a number of network settings and dynamic attributes
are injected into the simulator. Other models employed
to realize links to movements and alignments of users
and nodes (points) are mobility models, for example,
the Random Waypoint and Gauss-Markov models. This
assists in evaluating the lengthiness of the VPN tunnel
and SDN routing malleability in mobile set-ups.

The size of the simulated network varies between 20
and 60 nodes to represent small and medium-sized wire-
less mesh networks and wireless enterprise networks.
Various loads (5 Mbps-100 Mbps) in terms of constant bit
rate (CBR) based loads and FTP-type bursty networks
are used with a view to examine performance of the
system on different patterns of data transmission.

The scenario has been designed to accommodate the
effect of the real-world physical impairments, there is
dynamic obstruction modeling that emulates the con-
ditions of LOS and NLOS. Such shortcomings cause the
unreliability of mmWave links and activate SDN-based
rerouting mechanisms, which makes it possible to test
the speed of recovery and its influence on the continu-
ity of VPN tunnels.

Mathematical Modeling

To complement and accompany simulation-based assess-
ment, the section presents analytical models that char-
acterize the operation of fundamental elements in the
laid out SDN-driven wireless VPN system using mmWave
backhaul links. These models assist in measuring the
link behavior, encryption overhead, SDN control delay,
and end-to-end performance with different network
conditions.

mmWave Path Loss and Blockage Modeling

The log-distance path loss model is applied to model the
propagation loss in mmWave backhaul links, including
both of the LOS and NLOS context:

PL(d) = PL, +10 ¢ y«log,,(d) + X (1
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Where:

e PL(d): path loss at distance d,

* PL: free-space path loss at reference distance (e.g.,
1m),

e y: path loss exponent (typically 2 for LOS, 3-4 for
NLOS),

X : shadow fading, modeled as a Gaussian variable
with standard deviation o.

The probability of LOS can be modeled as an exponen-
tially decaying function of distance d:

PLOS(d) = e_pd’ PNLOS(d) =1- PLOS(d) (1)

Where [ is an environment-dependent blockage
coefficient.

VPN Encryption and Tunnel Establishment Time

The computational overhead introduced by VPN encryp-
tion can be approximated by modeling the processing
time for each packet as:

Tere = Toee = — 3)

Where:

 L: payload length (in bits),
R _, R, : encryption and decryption throughput (in

enc’ dec®

bps) of the VPN gateway.

The tunnel setup time includes authentication delay and
key exchange time:

Ttunnel = Tauth + TECDH + Tconf (4)
Where T, is the time to complete the elliptic curve

Diffie-Hellman key exchange.

SDN Control Plane Delay

The delay introduced by the SDN controller when han-
dling flow setup or rerouting can be modeled using an
M/M/1 queuing system:

SoN T (5)

Where:

e ): arrival rate of flow requests,
o u: service rate of the controller (flows/sec).

This models the time taken for a new flow rule to be
processed and installed on a switch following a topology
change or routing update.

End-to-End Latency Estimation

The total end-to-end latency experienced by a VPN flow
over an SDN-managed mmWave link can be approxi-
mated as:

T,=T7 +T _+T +D, +T +T (6)

ele prop trans queue SDN enc dec

Where:
o T __: propagation delay,

prop*
o T : transmission time based on link capacity,

trans®

. queuing delay at switches or VPN gateway,
o delay because of SDN control intervention,
o T _, T :encryptionand decryption time, respectively.

enc’ " dec

* Toue
D

This formulation enables estimation of latency under
different network loads and control strategies.

Throughput Under Tunnel Overhead
Effective throughput with VPN overhead is modeled as:

H
Reff = Rraw ° [1 - %] (7)

pkt

Where:

* R . raw data rate (Mbps),
* H,,: VPN header size (typically 60-100 bytes),
. kat: total packet size.

Antenna Gain and Link Budget Estimation

The received signal power P_ at a receiver because of
directional transmission over mmWave links can be cal-
culated using the link budget equation:

Prx = Ptx + Gtx+ er B PL(d) (8)

Where:

* P, is the transmit power (dBm),

* G, and G,, are the directional gains (dBi) of the trans-
mitting and receiving antennas, respectively,

e PL(d) is the path loss at distance d in dB, calculated
using Equation (8).

To account for orientation mismatch and beam misalign-
ment, a correction factor AG, can be introduced:

Geﬁ =G, * cos"(0) 9)

X

Where 6 is the angular excursion out of the main
beam axis, and n is an empirical factor depending
upon the beamwidth. This successful gain has a direct
impact on SNR and hence stability on the VPN tun-
nel. Misaligned antennas may have serious throughput
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degradation and retries on the handshakes during the
reroute activities.

RESULTS AND ANALYSIS

In this section, the empirical findings of the simulation
and emulation of the designed SDN-based wireless VPN
framework over mmWave backhaul links are described.
Throughput, latency, jitter, tunnel establishment behav-
ior, packet loss, and other key performance indicators
are studied under different network conditions, includ-
ing mobility of a user, varied traffic loading, and link
variability caused by obstruction. SDN-enabled dynamic
routing is contrastingly compared with the conventional
static routing mechanism to emphasize the advantages
of the software-defined control in the high-frequency
wireless context, as shown in Table 1.

Throughput

Throughput was quantified by using the cumulative
data delivery speed amid endpoints of the VPN client
and server concepts under diverse traffic loads (5 Mbps
to 100 Mbps) and node mobility examples. The findings
prove the effectiveness of the SDN-managed network
compared to the static routing ones where the former
has displayed the potential to support higher through-
put at the conditions of high and dynamic mobility set-
ting, up to 45% of the time. This gain (as presented in
Figure 3(a)) is explained by the possibility of the SDN
controller to detect automatically mmWave link deg-
radation or blockage and dynamically reroute flows on
alternative paths in real time. On the contrary, the static
routing showed long service outage time and unneces-
sary backup route time, which implied less actual band-
width and more retransmissions.

Latency and Jitter

Latency and jitter were determined in different user
sessions with CBR and file transfer protocol (FTP) flow.

Using SDN to control VPN-over-mmWave links, the mean
end-to-end round trip time was 12 ms, which is consid-
erably less than the 27 ms seen when the processing
was not under SDN control. This will be reduced mainly
because of the dynamic flow rule updates caused by
the SDN controller responding to congestion or mobility-
induced path failures.

In addition to that, the critical parameter of real-time
services like VoIP and jitter was decreased by about 30%
in the SDN-based system. Instead, the static network, in
its turn, experienced extensive delay variations in insta-
bilities of the path and could not be easily restored after
unexpected signal loss occurred because of NLOS (Non
line of sight) which is also called as the movement of
colony nodes. The results highlight the potential of SDN
to stabilize flow delivery and enhance temporal consis-
tency even in the mmWave backhaul scenarios where
there can be fluctuations (refer Figure 3(b) for details).

Security Evaluation

Besides a qualitative verification with the wireshark
packet captures, quantitative security tests were carried
out to evaluate the strength of encryption and control
overhead under dynamic SDN activities. The ciphertext
randomness was measured in the first step by comput-
ing Shannon entropy of the VPN-encapsulated payloads
over several sessions. Entropy H(X) was done as:

n

H(X):—zap(x,.)logzp(x,.) (10

1=

where p (x ) is the probability of the occurrence of byte
value x i in the payload of a packet. Mean entropies
fluctuated between 7.99 and 8.00 bits per byte, which
denotes almost perfect randomness and supports the
quality of AES-256 security systems. Second, the VPN
handshake failure rate was 0%; out of 100 SDN-initiated
rerouting events, the handshake remained stable, and
this resulted in the fact that the key exchange, which

Table 1: Comparative performance metrics—SDN versus non-SDN architectures.

Metric SDN-Based VPN (Proposed System) | Non-SDN VPN (Baseline) | Improvement
Average Throughput (Mbps) 82 Mbps 56 Mbps 1 Up to 45%
Average Latency (ms) 12 ms 27 ms 1 Reduced by ~56%
Jitter (ms) 3.5ms 5.1 ms 1 Reduced by ~-30%
Packet Loss Rate (%) 2.8% 9.3% 1 Reduced by ~70%

Tunnel Establishment Time (ms) | 180 ms

180 ms (same) = No significant difference

Resilience to Mobility
QoS Adaptation
Security Integrity

High—Fast rerouting via SDN Low—Static routing fails | Improved service continuity
Adaptive to traffic/load

Stable under r

Dynamic (SDN policies & metrics) Static

Fully preserved (Wireshark-verified) | Preserved
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was based on ECDH, was stable under mobility and
dynamic reconfiguration conditions. Third, the control
overhead of tunnel management was quantified, and
every reconfiguration resulted in 8-10 control messages
(with OpenFlow updates and VPN re-authentication).
This was less than 3% of the total signaling traffic, which
proves that the recovery of the tunnel was very efficient
and its effect did not affect the network performance.
(referred Figure 3(c)).

PLR

The packet delivery reliability was measured by
determining the PLR at different mobility and blockage
levels with mobility models: (i) Random waypoint and
(i) Gauss Markov packet delivery reliability was evalu-
ated at systematically changed mobility and blockage
levels. The PLR in SDN-enabled scenarios is always at
a low level of less than 3%, even with medium or high-
speed node mobility and random disruption of mmWave
links. The capability of the controller to redistrib-
ute the flows not to use blocked or degraded routes
avoided long-lasting discontinuation of packets, as
shown in Figure 3(d) & 3(e).

In contrast, the typical value of the PLR in non-SDN sys-
tems (that are operating with the use of static routes)
was more than 9%, and it was caused mostly by the fact
that the static routes could not respond to the situation
with mmWave signals’ misalignment or LOS drops. The
outcomes prove the theory that SDN control does not
only increase throughput and latency but also plays an
important role in loss resilience and service continuity,
particularly where topology changes frequently occur.

Antenna Degradation and VPN Resilience

The mmWave antenna systems in reality are prone to
beam misalighment because of mobility, environmen-
tal blockage, or actuator latency in beam direction sys-
tems. This subsection is able to judge how resilient VPN
tunnels would be in face of such antenna-level distur-
bances. To realize simulation, they applied controlled
deviation of beam angular deviation between 0 and 30
at intervals of 0.19 with simulation of partial antenna
failure or slow switching delays.

Findings show that VPN managed by SDN has high avail-
ability of the tunnel, and a quick rerouting response
is achieved in case of poor-quality signals or slacken-
ing of alignment. In the absence of SDN, misalignment
strongly reduces the performance of VPN. The availabil-
ity of tunnels because of different conditions has been

summarized in the Table 2, whereas Figure 3(f) and 3(g)
gives a comparison over a visual comparison.

Antenna Modeling for mmWave Beam Stability and
VPN Resilience

VPN communication guaranteeing reliability through
mmWave is of great effectivity, whose critical depend-
ability on the beamforming behavior involves physical
orientation of directional antennas. Since the beam-
widths at 28 GHz and 60 GHz are typically narrow, the
performance of the received signals and VPN tunnels
becomes highly susceptible to sizeable losses when a
user moves around or when the environment introduces
a small angular movement.

This part analyzes using parametric modeling to assess
the association between antenna gain, beam misalign-
ment, and tunnel stability. The results show the insights
on how SDN controllers can use real-time RF feedback,
which lets them instigate proactive rerouting prior to
the occurrence of serious QoS degradation. Which is
mainly describes about VPN signal followed by the angu-
lar deviations of 0° 10° and 20° with Los obstructed
shows about the resulting impacts of received power
and tunnel availability. Table 3 indicates that for VPN
tunnel stability, beam misalighment worsens at an
increased rate as beam alignment across beams among
the different antennas and frequencies deteriorates.

DiscuUssION

The suggested SDN-based VPN architecture with
mmWave wireless backhaul has high potential to accom-
modate the requirements of an emerging smart network
architecture. In the system, the high-frequency wire-
less communication combined with an approach of SDN
and secure tunneling is scalable and flexible. Around
the world, the visibility of the SDN network facilitates
purposeful flow aggregation and minimized control

Table 2: VPN tunnel availability (%) under beam
misalignment conditions.

Condition SDN Recovery | SDN Recovery
Enabled (%) Disabled (%)

0° (Perfect alignment) 100 100

10° Misalignment 98.4 78.2

20° Misalignment 94.6 62.7

Antenna Switch Delay 96.8 68.9

(100ms)

Random Mobility + 91.3 58.5

NLOS
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Fig. 3: (A) Throughput versus traffic load: SDN versus non-SDN. (B) Latency and jitter comparison: SDN
versus non-SDN. (C) VPN tunnel establishment time consistency. (D) Packet loss rate under dynamic mobility
conditions. (E) Radar chart of overall QoS metrics: SDN versus non-SDN. (F) Impact of beam misalignment on

VPN tunnel availability. (G) Beam steering failure cases because of misalighment
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Table 3: Impact of antenna gain versus tunnel stability at 28/60 GHz.

Antenna Type Frequency (GHz) | Peak Gain (dBi) Beamwidth (°) | Misalignment (°) VPN Tunnel Stability (%)
Directional Patch 28 GHz 18 30 0 100
Directional Patch 28 GHz 18 30 10 91.5
Directional Patch 28 GHz 18 30 20 78.7
Phased Array 60 GHz 22 15 0 100
Phased Array 60 GHz 22 15 10 94.6
Phased Array 60 GHz 22 15 20 86.2

overhead, particularly, in packed topologies. The result
is better scalability at the expense of neither manage-
ability nor performance. Also, the framework is able
to robustly operate in spite of unfavorable conditions,
since SDN-initiated rerouting is capable of decreasing
the effects often accompanying mmWave links, that is,
signal blockage or mobility-caused path losses. Security
is also maintained by means of the implementation of
OpenVPN tunnels that guarantee encrypted communica-
tions even in environments that are dynamically chang-
ing. Verification based on wireshark ensures that there
is no leakage of packets, and communication channels
that are encrypted in AES-256 are stable.

Nevertheless, along with the advantages, the framework
has some weaknesses. Latency can be added by a cen-
tralized controller, and this might be problematic when
implemented in practice on a large scale. This requires
studying of hybrid controllers in edge and cloud-based
controllers to minimize delay without foregoing cen-
tralized logic. Future developments might also view the
use of energy-aware routing, containerized network
functionality, as well as multitenant orchestration in
an edge-cloud environment to extend the applicability
of the suggested solution. A significant contribution to
the offered architecture is a creation of RF-aware SDN
controllers that will be able to integrate the real-time
state of the antennas to RFC. Conventional SDN control-
lers largely process at the network layer, and thus can
abstract dynamical behavior at the RF-layer to refer to
attributes like beam direction, link-quality index (LQl),
and antenna misalignments. Nevertheless, in highly
dynamic mmWave settings, the physical-layer parame-
ters have a direct impact on the stability of VPN tunnels
and routing performance. Putting metrics of beam align-
ment status together with antenna switching delay and
signal degradation in the SDN control loop enables the
controller to preemptively direct VPN traffic around the
tunnel before a disruption has taken place. In addition,
it is possible to use Al-based predictive models at the
control plane, which can allow intelligent predictive link
forecasting to provide easy handovers and load balanc-
ing even when mobile or the links are obstructed. Such

cross-layer adaptation of the antenna feedback into the
SDN logic is one of the fundamental steps for developing
resilient, context-aware, and secure wireless VPN infra-
structures that can be used in future 6G and smart city
performance.

CONCLUSION

A proposed and implemented multiengine solution was
tested by incorporating the concepts of SDN, mmWave
wireless backhaul, and VPN tunneling through encrypted
security to tackle the realities of scalability, high
throughput, and secure wireless networking in the fifth-
generation networking protocols to become ubiquitously
useful. The framework was evaluated in a hybrid simula-
tion-emulation environment that incorporated realistic
mobility, traffic, and obstruction conditions through the
use of NS-3, Mininet-WiFi, and OpenVPN. The simulation
was also supplemented by the analytical modeling that
provided quantitative information concerning path loss,
encryption overhead, SDN control delays, and end-to-
end latency. In consistent demonstrations, the outcomes
proved that the routing facilitated by SDN generates a
significant improvement in throughput, a reduction in
latency and in jitter, comparative reduction in the loss
of packets, and relatively stable performance of VPN
tunnels, especially even when a under dynamic network
conditions. These results confirm the efficiency of the
suggested architecture to support adaptive, secure, and
resilient wireless backhaul systems. Besides highlight-
ing the possibility of implementing such solutions in
the context of smart cities, industrial loT networks, or
6G infrastructure, the study also forms the basis to be
extended in the future in terms of Al-based SDN control,
hybrid cloud-edge orchestration, and the virtualization
of secure network services with reduced energy costs.
Moreover, the framework is further developed so that
the mmWave antenna models and beam steering prop-
erties are integrated at the very level of routing logic in
SDN and the RF layer maintenance of SDN-encapsulated
VPN tunnels, thus, becoming an actual antenna-
integrated model of SDN. Such RF-aware design makes
the work resilient to misalignment of the beam and
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signal degradation, which secures the thematic rele-
vance of this work in the NJAP range.

FUTURE WORK

Further work is under development on the current simu-
lation framework to simulate blockchain-based VPN key
management systems to integrate secure and decen-
tralized session control. A mmWave software-defined
radio (SDR) platform-based real-world testing of proto-
types will be sought to investigate the simulated results
against real-life measurement conditions and mobil-
ity restrictions. Moreover, the traffic prediction mod-
els that are to be based on Al implementation on the
SDN controller are supposed to increase network agility
because of the prevention of preemptive rerouting and
congestion. Future avenues of research are finding ways
of using hybrid cloud-edge SDN controller architecture
to meet latency and scalability requirements, using con-
tainerized versions of VPN services to allow for more
flexible orchestration, and exploring energy-efficient
routing solutions. Multitenant QoS enforcement, support
of heterogeneous backhaul connections, and incorpo-
ration of the protocol of zero-trust principles can also
make the proposed system much more robust and appli-
cable to future 6G and enterprise networks.
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