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A. Operational Transconductance Amplifier
OTA is a fundamental component in the majority of 
analog circuits with linear input-output characteristics. 
It is essentially identical to conventional operational 
amplifiers in which differential inputs are present. The 
primary distinction between OTA and traditional OPAMP is 
that the output of OTA is in the form of current, while the 
output of conventional OPAMP is in the form of voltage. 
The comparator has two special properties.

• Input Swing
• Output Swing

Our target is a small change of ∆VGS as if we get a sharp 
digital output in the comparator. We know, Inverter has 
a very high gain. We make the OTA stage by connecting 
a differential amplifier with an Inverter. All the MOSFETs 

of the MOSFETs was increased to four times of the nominal 
length which has provided the design with a better Noise 
Figure, PSRR, Gain, and CMRR performance.

relAted work

Over decades, the design of a comparator has been 
implemented. With the use of various process technology, 
several researchers have produced a variety of acceptable 
comparator structures for a variety of applications.

Developed a three-stage voltage comparator 
concentrated on improving comparator sensitivity and 
total gain in this design. B. Prathibha et al.[2] suggested a 
three-stage CMOS comparator with a high-speed operation 
to gain a lower static & dynamic power dissipation and a 
smaller offset voltage. Satyabrata et al.[3] compare the 
traditional comparator to the latched and hysteresis-
based comparator. Zbigniew[4] presented the design of 
a comparator for a high-linearity flash ADC, which was 
realized in a 22nm FDSOI process with a 0.8V supply. The 
architecture of a pipelined ADC mismatch insensitive 
dynamic comparator.[5] High-resolution comparators have 
also been designed utilizing offset measurement and 
a cancellation technique involving dynamic latches.[6]  
Consequently, it was suggested to build a dynamic 
comparator with high accuracy and low offset.

This paper focused on the highly linear, low offset 
voltage, high resolution, and low power performance of the 
Comparator. The comparator design given in this paper is 
designed that can be used with flash ADC.

ArchItecture of compArAtor

The comparator circuit is the essential element of every 
ADC. The total performance of the ADC is determined by 
the properties and performance of the comparator. Fig. 
1 depicts the block diagram of the proposed comparator. 
This topology comprises two blocks in it.

• OTA Stage
• Output Stage

Up to the OTA, the stage amplification of analog input 
is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
schematic of the entire idea.

Fig. 1: Block diagram of the suggested Comparator
Fig. 3: Differential Pair, OTA Stage, and Current Mirror 

for The Comparator

Fig. 2: Schematic of the 45nm CMOS-based 
Comparator
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Abstract

The progression of wireless technologies to 5G and beyond has offered unmatched 
improvements in speed, latency, and connectivity which enables a wide range of applications 
from self-driving cars to IoT systems. At the same time, this has increased risks around 
network security, privacy, and trust management. Centralized security approaches are 
becoming less effective for next generation networks because of their dynamic, distributed, 
and high-density characteristics. This paper looks at the use of blockchain technology as 
a decentralized, immutable solution toward enhancing the security of 5G and subsequent 
networks. We analyse the issues of secure authentication, trust, control, data control, 
and transparent power segregation and access control to show how blockchain in question 
can address them. Moreover, we describe security frameworks and architectures for 5G 
technologies that incorporate blockchain along with its efficiency, flexibility, pragmatic 
relevance, and actual implementation. The study concludes with insights into existing 
challenges and potential research directions necessary to realize secure and resilient next-
generation wireless networks.
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Introduction

Advancements in communication technology have 
come with the development of 5G and the subsequent 
generations of wireless networks which offer ultra-reliable 
low latency communication (URLLC), massive machine-
type communication (mMTC), and even enhanced 
mobile broadband (eMBB).[1] These technologies serve 

as prerequisites for the development of self-driving 
vehicles, remote surgery, smart factories, and smart city 
frameworks. Nevertheless, the acceleration in growth 
coupled with the complexities of the 5G architecture 
introduces novel vulnerabilities while augmenting 
existing compromises on privacy, scalability, and trust 
management.[3, 8] 
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AbstrAct

This paper presents the design of a comparator with low power, low offset voltage, 
high resolution, and rapid speed. The designed comparator is built on 45 𝑛𝑛𝑛𝑛 flip CMOS 
technology and runs 4.2 𝐺𝐺 samples per second at nominal voltage. It is a custom-made 
comparator for a highly linear 4-bit Flash A/D Converter (ADC). The outlined design 
can operate on a nominal supply of 1.8 V. The comparator offset voltage was elevated 
because of this mismatch. To compensate for the offset voltage, we followed a decent 
approach to design the circuits. Therefore, the offset voltage is reduced to 250𝜇𝜇𝜇𝜇. 
The designed comparator has a unity gain bandwidth of 4.2 𝐺𝐺𝐺𝐺𝐺𝐺 and a gain of 72𝑑𝑑𝑑𝑑 at 
nominal PVT, which gives us a considerable measure of authority. The dynamic power 
consumption of the comparator is 48.7𝜇𝜇𝜇𝜇. The layout of this designed comparator has 
been implemented, and the area of the comparator is 12.3 𝜇𝜇𝑛𝑛 × 15.75 𝜇𝜇𝑛𝑛. The re-
sults of pre-and post-layout simulations in various process, voltage, and temperature 
corners are shown.
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IntroductIon 
A comparator is a device that compares between two input 
signals, basically an input analog signal with a reference signal, 
and gives outputs in terms of a digital signal based on the result 
of the comparison. Comparators are widely used in various 
circuits, especially A/D converters (ADC). An ADC application 
is one that requires a quicker operating speed and reduced 
power consumption. They also aim for a reduced noise level and 
a lower offset voltage. The comparator is crucial in obtaining 
greater operating speeds and lower power consumption. The 
comparator we suggest is made using CMOS technology, which 
has strong noise immunity and low static power consumption. 
This article details the design of a comparator for use in a 
4-BIT FLASH ADC with a sampling rate of 4.2 GHz. In such a 
circumstance, the device’s accuracy should be no less than 
1/2 LSB. When the reference voltage and supply voltage are 
identical, the LSB value of an N-bit ADC is provided by the 
following formula:
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 LSB= {VDD/ (2) ^N} (1)

The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 
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hurricane of risk or attack surfaces. The speed with 
which data is transferred increases the possibility of 
unwanted interception, session hijacking, as well as 
leakage of sensitive information, especially during cell 
handovers and user device movement between different 
cells.[17] These traditional security frameworks are static 
in nature since they rely solely on perimeter-based 
defences, placed on access control silos. Such a changing 
world alongside these dynamic environments would be 
too much to bear for such frameworks. The needing 
environment bypasses the limits which existing protocols 
provide, such as needing real time authentication along 
with inability to check the integrity boundless nodes. 
Also, earlier generations security controls such as pre-
shared keys and certificate based, are hard to maintaining 
across devices which require rapid interaction with one 
another and undergo reset latency.[19, 22]  

On top of this, the concept of slicing a network, which 
contains multi-tenancy partitions, networks built 
virtually from a real one, adds extra unwelcomed 
issues. Any breach within one slice can lock all the 
others together if the blueprint fails in segmentation.[11] 
Alongside these limits, there is more pressure to bring 
forward new flexible and responsive security checks 
alongside architecture countering the diverse elements 
of five and subsequent generations of networks.

Blockchain Technology and Its Security Benefits

Fig. 1: Blockchain Framework for Security

The provided Figure 1 shows the Blockchain Framework 
for Security which the authors created to incorporate 
blockchain securely in 5G networks and further. This 
process starts from identifying security aims, which include 
determining important assets, analyzing possible hostile 
actions, and formulating protection objectives that are 
compliant with industry rules and government policies. 
After aims have been set, it is then vital to configure 
the blockchain to set system architectures, including 
a permissioned or permissionless system—along with a 
suitable level of consensus trust and system performance. 
After this, organizations are required to establish strong 
security controls and governance structures. This entails 
defining access control, cryptography policies, and 
policies governing participation and decision-making at 

The fully distributed security models that have emerged 
do not succeed in providing ample protection against the 
classified and diverse problems within the 5G system.[10] 
The system is also riddled with the problems of single 
point failures, trust delays, and complicated real time 
authentication which necessitates the need for more 
agile transparent forms of security solutions.[5]

Due to reasons mentioned above, cybersecurity experts 
have been optimizing decentralized communication 
networks based on blockchain technology to reinforce 
the existing infrastructure systems.[2] The salient 
features of 5G infrastructure such as distributed nature, 
lack of single point of failure, consensus methods and 
unchangeable policies create frameworks capable of 
solving the most pressing security issues concerning 5G 
frameworks.[7, 13] There is heightened endorsement for 
blockchain to enable self-governed identity systems, 
distributed sharing, and proficient access control 
systems that are protected from external manipulation 
for extensive and diverse network nodes.[9]

This research studies the incorporation of blockchain 
technology into 5G and wireless communication systems to 
enhance network security, as noted in references[6] and.[18]  
It treats main applications, utilization frameworks, 
corresponding advantages and the technology problems 
that pose as barriers to success. In this way, it attempts 
to provide an understanding about building more secure, 
block chain enabled communication systems that are 
easier to scale and more secure, adaptable to future 
requirements and technologies.[21,24]

Security Challenges in 5G and Next-Generation 
Networks

The architecture of 5G networks and future networks 
differs from prior generations as it incorporates advanced 
new services and an improved connectivity framework. This 
enhancement, however, brings with it a host of new threats.
[16] The challenges arise from a growing number of devices 
that are connected, the distributed nature of services, and 
the implementation of Software Defined Networking (SDN) 
and Network Function Virtualization (NFV).[11] One of the 
weaknesses in the existing network infrastructure is the 
centralized control structure. This leads to several points of 
failure or single points of failure (SPoFs), rendering the system 
vulnerable to DDoS attacks, spoofing, and interception.[13] 
The wide variety of devices such as IoT sensors, remotely 
piloted aircraft systems (RPAS), and autonomous vehicles 
significantly change security expectations, posing challenges 
to traditional systems.[4, 23]

The fact that 75 billion devices will be connected by the 
year 205 [15][14] indicates the existence of a possible 
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A. Operational Transconductance Amplifier
OTA is a fundamental component in the majority of 
analog circuits with linear input-output characteristics. 
It is essentially identical to conventional operational 
amplifiers in which differential inputs are present. The 
primary distinction between OTA and traditional OPAMP is 
that the output of OTA is in the form of current, while the 
output of conventional OPAMP is in the form of voltage. 
The comparator has two special properties.

• Input Swing
• Output Swing

Our target is a small change of ∆VGS as if we get a sharp 
digital output in the comparator. We know, Inverter has 
a very high gain. We make the OTA stage by connecting 
a differential amplifier with an Inverter. All the MOSFETs 

of the MOSFETs was increased to four times of the nominal 
length which has provided the design with a better Noise 
Figure, PSRR, Gain, and CMRR performance.

relAted work

Over decades, the design of a comparator has been 
implemented. With the use of various process technology, 
several researchers have produced a variety of acceptable 
comparator structures for a variety of applications.

Developed a three-stage voltage comparator 
concentrated on improving comparator sensitivity and 
total gain in this design. B. Prathibha et al.[2] suggested a 
three-stage CMOS comparator with a high-speed operation 
to gain a lower static & dynamic power dissipation and a 
smaller offset voltage. Satyabrata et al.[3] compare the 
traditional comparator to the latched and hysteresis-
based comparator. Zbigniew[4] presented the design of 
a comparator for a high-linearity flash ADC, which was 
realized in a 22nm FDSOI process with a 0.8V supply. The 
architecture of a pipelined ADC mismatch insensitive 
dynamic comparator.[5] High-resolution comparators have 
also been designed utilizing offset measurement and 
a cancellation technique involving dynamic latches.[6]  
Consequently, it was suggested to build a dynamic 
comparator with high accuracy and low offset.

This paper focused on the highly linear, low offset 
voltage, high resolution, and low power performance of the 
Comparator. The comparator design given in this paper is 
designed that can be used with flash ADC.

ArchItecture of compArAtor

The comparator circuit is the essential element of every 
ADC. The total performance of the ADC is determined by 
the properties and performance of the comparator. Fig. 
1 depicts the block diagram of the proposed comparator. 
This topology comprises two blocks in it.

• OTA Stage
• Output Stage

Up to the OTA, the stage amplification of analog input 
is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
schematic of the entire idea.

Fig. 1: Block diagram of the suggested Comparator
Fig. 3: Differential Pair, OTA Stage, and Current Mirror 

for The Comparator

Fig. 2: Schematic of the 45nm CMOS-based 
Comparator
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the node level. Thus, secure development practices are 
highly emphasized, meaning that within the framework, 
procedures for design will be to principles of secure 
software engineering; that is, blockchain applications 
and smart contracts are crafted to withstand attacks. An 
area of continuous defense includes the active guarding 
and verification of the security, meaning monitoring 
live threats in the system and regular auditing of the 
system to maintain a healthy operating system. Finally, 
the framework provides guiding steps to deal with new 
threats and incidents so that rapid response and ongoing 
refinement can be achieved. These cycles guarantee 
that the system operates optimally and adapts target 
frameworks in which the system is user-friendly for next-
generation networks relying on blockchain technology.

A blockchain is a type of boundless ledger technology 
(LT) which facilitates the distribution of ledgers or 
records of transactions “across a network of nodes” 
in a way that ensures easy access to unchangeable 
information. In addition, any form of alteration or 
data manipulation attempts is all but infeasible. Every 
block contains a hash mark of the block that came 
beforehand, a timestamp that records when the chains 
were formed, and all transaction details. The feature 
which is fundamentally set apart from other centralized 
databases that a blockchain employs is its attribute 
decentralization. Blockchain does not have a single 
controlling party which helps reduce the risk of system 
breaches through unauthorized manipulation, access, 
failures, or synergetic data breaches which exploit 
system weaknesses.

From a cyber security perspective, blockchain systems 
are advantageous. For example, information codification 
within the blockchain guarantees permanency which 
enables some work sufficiency in execution audit trails 
as well as logging, tampering, intrusion, detection of 
sensitive systems, and sensitive systems’ tampering not 
forgetting subversion. Moreover, the aforementioned 
along with the onset of fifth generation 5G networks and 
other most current technologies which position highly on 
dependably dispersed computing resources makes the 
form of structure more acceptable and reliable to users. 
Even more, fortifies the system against DDoS attacks, 
data breach, and abuse from authorized personnel.

An important additional benefit of security is the use 
of cryptographic techniques like digital signatures and 
hash functions. These techniques make it possible to 
complete data authentication and user identity checking 
in an automated procedure securely. Furthermore, 
blockchain facilitates the use of intelligent contracts 
which are agreements that self-enforce the execution 

of security measures and conditions in real-time without 
the involvement of humans. In 5G networks, smart 
contracts carry out automation pertaining to secure 
verification of devices, control of access, and allocation 
of resources.

The security benefits of blockchain have already proven 
to have significant advantages in many industries. In the 
finance sector, blockchain is a fundamental technology 
for cryptocurrencies such as Bitcoin and Ethereum, and 
it enables secure monetary transactions. In the supply 
chain industry, businesses track goods on blockchain 
to prevent counterfeiting and ensure transparency. In 
the healthcare sector, blockchain allows for the secure 
sharing of patients’ information between healthcare 
practitioners while ensuring their identity as well as 
the information’s confidentiality and integrity. Having 
considered these benefits, incorporating blockchain 
technology into 5G and next generation networks may 
alleviate current security challenges, thus improving the 
security of communication infrastructure.

Integration of Blockchain in 5G and Next-Generation 
Networks

Incorporating blockchain technology into 5G and future 
networks offers a revolutionary method for addressing 
security issues which have never been easily addressed 
before. Enhancing network authentication and 
authorization systems is one of the effective functions 
of blockchain. Centralized servers are still implemented 
in traditional systems for validating identities of devices 
and managing access control which opens the network 
to failures and spoofing attacks. On the other hand, 
blockchain authentication frameworks allocate identity 
verification to a decentralized ledger. This enables each 
participant and device to be authenticated through 
consensus enabling reduced fraudulent identity claims 
and unauthorized access to the network.

Fig. 2: Blockchain Integration in SG network
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IntroductIon 
A comparator is a device that compares between two input 
signals, basically an input analog signal with a reference signal, 
and gives outputs in terms of a digital signal based on the result 
of the comparison. Comparators are widely used in various 
circuits, especially A/D converters (ADC). An ADC application 
is one that requires a quicker operating speed and reduced 
power consumption. They also aim for a reduced noise level and 
a lower offset voltage. The comparator is crucial in obtaining 
greater operating speeds and lower power consumption. The 
comparator we suggest is made using CMOS technology, which 
has strong noise immunity and low static power consumption. 
This article details the design of a comparator for use in a 
4-BIT FLASH ADC with a sampling rate of 4.2 GHz. In such a 
circumstance, the device’s accuracy should be no less than 
1/2 LSB. When the reference voltage and supply voltage are 
identical, the LSB value of an N-bit ADC is provided by the 
following formula:
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 LSB= {VDD/ (2) ^N} (1)

The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 
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Figure 2 gives illustration of a complete system that 
combines mobile 5G networks with blockchain to improve 
the security and functionality of IoT ecosystems. At 
the lowest level, IoT terminal devices, including smart 
gadgets and sensors, interconnect via access points (APs) 
to the local edge cloud nodes [20]. These edge clouds 
are responsible for data processing at lower levels of 
the network. Lowering the distance to the data source 
reduces latency and lessens the load on the central 
network. Routing, capability exposure, subsystem 
management, and platform administration are some of 
the important subordinate functions executed at the 
MEC layer.  

Data transmission, signal routing, and modulation is 
done seamlessly by the 5G Mobile Core Network which 
serves as the central communication backbone. This 
core network is connected to the modem that integrates 
5G and blockchain, which serves as a link between the 
traditional network architecture and decentralized 
blockchain networks. The modem takes care of the 
devices such as signal modulator/demodulator, resource 
mapper, spectrum analyzer, and signal relay.

In regard to the blockchain, a distributed network 
provides the following security measures, including 
device identity verification, smart contract handling, 
maintaining data accuracy, and controlled access to 
information. Moreover, the blockchain can control and 
manage terminal devices which makes the system highly 
secure and self-governing. Thus, the system is more 
secure and can support IoT and 5G technologies in the 
future in a decentralized manner.  

The blockchain permits the efficient and secure 
transmission and storing of information. It is critical to 
maintain confidentiality and integrity of the information 
shared on 5G networks as it is usually sensitive. Encrypted 
data can be sent over secure networks, placed in fixed 
vaults using blockchain, and locked away in secure vaults 
with time markers to ensure any modification is obvious. 
Moreover, the use of blockchain technology for data 
storage boosts the system’s credibility as it eliminates 
reliance on a single data store.

Moreover, self-executing contracts, which are self-
enforcing agreements placed onto a blockchain, can 
be employed for automated policy enforcement. In 5G 
contexts, self-executing contracts may manage the access 
controls, behaviors, or control permission hierarchies for 
network resources according to policies set in advance. A 
self-executing contract may, for example, automatically 
disconnect a node with an unusual interaction baseline 
or perform compliance verification at periods defined 

for inter-device communication. This self-automation 
removes the burden of manual enforcement of security 
measures, which is prone to inconsistencies and delays, 
thus meeting the requirements of 5G networks for ultra-
low latency. The integration of blockchain technologies 
will enhance network infrastructural security by ensuring 
confidentiality, integrity, and availability, setting a 
unique 5G architecture for advanced developments in 
remote medicine, autonomous driving, industrial IoT, 
and extensive massive IoT smart systems.

Fig. 3: Blockchain Working Principle

Particularly focusing on the transaction taking place 
between two users, Figure 3 demonstrates the entire 
procedure of a blockchain transaction. Firstly, consider 
user A wishes to send some money to user B. The 
transaction again is illustrated as a block that contains 
the user’s details including the name of the sender, 
name of the person receiving the money along with the 
figures and the time of the transaction. Each block as 
it is formed must be shared with every single node so 
every block in the blockchain can check whether this 
transaction is legitimate or not. These nodes execute 
control mechanisms like ‘proof of work’ or ‘proof of 
stake’ to collectively approve the transaction that others 
have confirmed as valid first. The cyclic process put into 
“blocks” gets appended on the blockchain followed by 
the addition of the new block securing it forever. As 
the block gets added on the blockchain it solidifies the 
transaction confirming that it cannot be changed. Lastly, 
every user is ensured that the amount is available. The 
amount A was planning to send to B gets sent safely 
proving that good faith and confidence is preserved 
amongst all users as well as among the third-party 
and everything is managed smoothly without needing 
central authority intervention, that is truly depicting the 
foundation and power of blockchain handling.

Pseudocode 1: B5-Sec – Blockchain-Integrated Security 
Protocol for 5G Networks

Input:

• Device DiD_iDi  with key pair (PKi,SKi)(PK_i, SK_i)
(PKi ,SKi )
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A. Operational Transconductance Amplifier
OTA is a fundamental component in the majority of 
analog circuits with linear input-output characteristics. 
It is essentially identical to conventional operational 
amplifiers in which differential inputs are present. The 
primary distinction between OTA and traditional OPAMP is 
that the output of OTA is in the form of current, while the 
output of conventional OPAMP is in the form of voltage. 
The comparator has two special properties.

• Input Swing
• Output Swing

Our target is a small change of ∆VGS as if we get a sharp 
digital output in the comparator. We know, Inverter has 
a very high gain. We make the OTA stage by connecting 
a differential amplifier with an Inverter. All the MOSFETs 

of the MOSFETs was increased to four times of the nominal 
length which has provided the design with a better Noise 
Figure, PSRR, Gain, and CMRR performance.

relAted work

Over decades, the design of a comparator has been 
implemented. With the use of various process technology, 
several researchers have produced a variety of acceptable 
comparator structures for a variety of applications.

Developed a three-stage voltage comparator 
concentrated on improving comparator sensitivity and 
total gain in this design. B. Prathibha et al.[2] suggested a 
three-stage CMOS comparator with a high-speed operation 
to gain a lower static & dynamic power dissipation and a 
smaller offset voltage. Satyabrata et al.[3] compare the 
traditional comparator to the latched and hysteresis-
based comparator. Zbigniew[4] presented the design of 
a comparator for a high-linearity flash ADC, which was 
realized in a 22nm FDSOI process with a 0.8V supply. The 
architecture of a pipelined ADC mismatch insensitive 
dynamic comparator.[5] High-resolution comparators have 
also been designed utilizing offset measurement and 
a cancellation technique involving dynamic latches.[6]  
Consequently, it was suggested to build a dynamic 
comparator with high accuracy and low offset.

This paper focused on the highly linear, low offset 
voltage, high resolution, and low power performance of the 
Comparator. The comparator design given in this paper is 
designed that can be used with flash ADC.

ArchItecture of compArAtor

The comparator circuit is the essential element of every 
ADC. The total performance of the ADC is determined by 
the properties and performance of the comparator. Fig. 
1 depicts the block diagram of the proposed comparator. 
This topology comprises two blocks in it.

• OTA Stage
• Output Stage

Up to the OTA, the stage amplification of analog input 
is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
schematic of the entire idea.

Fig. 1: Block diagram of the suggested Comparator
Fig. 3: Differential Pair, OTA Stage, and Current Mirror 

for The Comparator

Fig. 2: Schematic of the 45nm CMOS-based 
Comparator
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• Edge node EEE

• Blockchain network BBB

• Smart contract SCSCSC

Output:

• Securely authenticated and authorized 
communication session between device and network

Step 1: Device Registration

pseudo
CopyEdit
1.  Device D_i generates public-private key 

pair (PK_i, SK_i)
2.  D_i → E: {PK_i, Device_ID, Meta_Info}
3.  E verifies device credentials and context
4.  E → B: Submit transaction to SC for 

device registration
5.  SC stores hash(Device_ID, PK_i, Meta_

Info) on blockchain

Step 2: Authentication Phase

pseudo
CopyEdit
6. D_i requests session: D_i → E: Session_

Request
7. E generates nonce N and sends to D_i
8. D_i signs nonce: Sign_SK_i(N) → E
9. E verifies signature using PK_i from 

blockchain
10.If valid: Proceed to session setup
   Else: Reject device

Step 3: Session Establishment and Data Transmission

pseudo
CopyEdit
11. E and D_i agree on a session key K_s 

using ECDH or similar scheme
12. All data packets P_j sent from D_i:
    For each packet:
    - Timestamp T_j ← current_time
    - Signature ← Sign_SK_i(P_j || T_j)
    - D_i → E: {P_j, T_j, Signature}
13. E verifies timestamp and signature
14. E → B: Log Hash(P_j || T_j) on blockchain 

(optional for audit)

Step 4: Continuous Audit and Smart Contract Monitoring

pseudo
CopyEdit
15. SC runs scheduled audits:
    If anomaly_behavior(D_i) is detected:

    - SC triggers revocation or quarantine
    - Alert sent to admin node
16.  Admin → E: Block D_i or trigger further 

validation

Step 5: Session Termination

pseudo
CopyEdit
17.  On session end or abnormal activity:
    - Revoke key K_s
     - Log session end with hash(P_final) on 

blockchain

Case Studies and Examples

Real-World Applications and Case Studies of Blockchain 
Integration in Networks

To enhance trust and security, some organizations 
and leading companies have begun integrating 
blockchain technology into their 5G and other network 
infrastructures. For instance, Huawei has been 
researching blockchain-based network slicing for 5G 
that facilitate the secure, dynamic resource allocation 
for diverse users and services. Samsung has also put 
effort towards blockchain development for securing 
IoT and device-level data authentication within their 
smart ecosystems. IBM and Telefónica worked together 
to add blockchain for inter-carrier network service 
management and security, which enables secure and 
streamlined management of roaming agreements and 
network usage, making it transparent and tamper- 
proof.

Deutsche Telekom’s T-Labs in collaboration with other 
pilot projects demonstrated how effective blockchain 
enhances identity spoofing and unauthorized data access 
for secured identity management across IoT devices. The 
goal was to decrease the instances of identity spoofing 
and unauthorized data access. Another example is Jio, 
an Indian telecom company that integrated a blockchain-
based security and tracking framework for device 
registration and network access, which measurably 
reduced fraud and increased operational transparency.

As a result of these implementations, multiple lessons 
and incremental best practices have materialized. One 
primary lesson emphasizes the need for scalability: 
blockchain networks must be tuned to manage the 
extreme transaction throughput in 5G environments 
without degrading performance. Moreover, organizations 
need to guarantee the cooperation of other protocols 
and network standards which usually requires hybrid 
systems integrating blockchain and traditional database 
technologies. Moreover, as previously discussed, some 
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AbstrAct

This paper presents the design of a comparator with low power, low offset voltage, 
high resolution, and rapid speed. The designed comparator is built on 45 𝑛𝑛𝑛𝑛 flip CMOS 
technology and runs 4.2 𝐺𝐺 samples per second at nominal voltage. It is a custom-made 
comparator for a highly linear 4-bit Flash A/D Converter (ADC). The outlined design 
can operate on a nominal supply of 1.8 V. The comparator offset voltage was elevated 
because of this mismatch. To compensate for the offset voltage, we followed a decent 
approach to design the circuits. Therefore, the offset voltage is reduced to 250𝜇𝜇𝜇𝜇. 
The designed comparator has a unity gain bandwidth of 4.2 𝐺𝐺𝐺𝐺𝐺𝐺 and a gain of 72𝑑𝑑𝑑𝑑 at 
nominal PVT, which gives us a considerable measure of authority. The dynamic power 
consumption of the comparator is 48.7𝜇𝜇𝜇𝜇. The layout of this designed comparator has 
been implemented, and the area of the comparator is 12.3 𝜇𝜇𝑛𝑛 × 15.75 𝜇𝜇𝑛𝑛. The re-
sults of pre-and post-layout simulations in various process, voltage, and temperature 
corners are shown.
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IntroductIon 
A comparator is a device that compares between two input 
signals, basically an input analog signal with a reference signal, 
and gives outputs in terms of a digital signal based on the result 
of the comparison. Comparators are widely used in various 
circuits, especially A/D converters (ADC). An ADC application 
is one that requires a quicker operating speed and reduced 
power consumption. They also aim for a reduced noise level and 
a lower offset voltage. The comparator is crucial in obtaining 
greater operating speeds and lower power consumption. The 
comparator we suggest is made using CMOS technology, which 
has strong noise immunity and low static power consumption. 
This article details the design of a comparator for use in a 
4-BIT FLASH ADC with a sampling rate of 4.2 GHz. In such a 
circumstance, the device’s accuracy should be no less than 
1/2 LSB. When the reference voltage and supply voltage are 
identical, the LSB value of an N-bit ADC is provided by the 
following formula:
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 LSB= {VDD/ (2) ^N} (1)

The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 
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consensus governance frameworks along with delimited 
regulatory scope are essential to establish credible 
systems among stakeholders. Following the incremental 
best practices discussed earlier allows the organizations 
to harness the prospective benefits of blockchain 
technology for creating sophisticated, secure, and 
flexible communication networks.

Challenges and Considerations

The integration of blockchain technology into 5G and 
future networks indeed offers promising opportunities 
for enhanced security, but comes with extremely high 
challenges. One particularly troublesome hurdle is 
the scalability of blockchain systems. Conventional 
blockchains, including those used for cryptocurrencies, 
suffer from low throughput and high latency metrics 
which simply cannot be accommodated by 5G networks. 
Adapting blockchain architectures to cope with the 
requirements of real-time data flow management is a 
colossal engineering challenge.  

Equally restrictive governance structures framework 
poses significant challenges as well. Radically 
uncontrolled and pseudonymously managed blocks 
directly conflict with sovereignty over policy governing 
privacy clauses such as GDPR. Designing blockchain 
architectures which fulfill local and global compliance 
rules is a complex endeavor by itself and requires 
careful construction, such as designated permissioned 
blockchains and constructed paths with auditable data 
pathways.  

Incorporating traditional 5G systems into blockchains is 
technologically impractical due to prohibitive integration 
costs. Legacy infrastructures incur interoperability 
incompatibility overheads with vertical technology 
skilling alongside and needing robust systems in software 
and hardware upgrades. Systems lacking comprehensive 
conrolled standard frameworks expose their architecture 
under modular governance to intrusive conflicting 
security loopholes.  

Last but not least, the concerns regarding energy 
expenditure of certain blockchain consensus approaches 
like Proof of Work raise questions regarding sustainability, 
particularly in energy-shy domains such as mobile and 
edge computing.These factors require the shift to more 
sustainable consensus algorithms such as Proof of Stake 
or BFT Byzantine Fault Tolerance for effective use in 
telecommunications networks.

In summary, the challenges presented may be addressed 
through thoughtful approaches, but in-depth planning 
combined with ground breaking ideas will be necessary.

Future Outlook and Recommendations

In light of the increased requirement for prompt, 
dependable, and secure exchanges of information, in 
5G and future networking infrastructures, blockchain 
technology integration will likely be of great importance. 
Possible improvements of blockchain technology include 
the reduced latency and energy expenditure associated 
with mobile and edge computing systems with the 
lighter Proof of Authority (PoA) and Delegated Proof of 
Stake (DPoS) consensus algorithms and scalable. Also, 
the merger of artificial intelligence (AI) with blockchain 
could encourage the automation of security processes 
through real-time adaptive threat responsiveness.  

Organizations wishing to implement blockchain into 
their 5G infrastructures are encouraged to look into 
permissioned models first as they are more easily 
controlled than public blockchains. These also allow 
for better regulatory adherence, faster transactions, 
and overall improved efficiency. Furthermore, 
companies should focus on defining the boundaries of 
interoperability in their blockchains, as it needs to work 
effectively with other network protocols and outside 
systems. Participating in pilot projects and collaborative 
consortia allow testing of blockchain solutions before 
extensive application.

As has been articulated before, the integration of 
blockchain with 5G infrastructure is poised to radically 
change the security paradigm for emerging wireless 
networks. The existing security issues looming over these 
fast-paced systems could, in fact, be solved through 
the application of blockchain technology because of its 
decentralized trust system, nonrepudiable history, and 
transparency. Scalability, legal and policy constraints 
relevant to jurisdiction, and concerns over the 
application of existing systems pose significant barriers 
to unlocking the full potential of these innovations. 
Through further study, optimization of other relevant 
technologies, and effective execution, blockchain will 
emerge as the primary building block (alongside other 
advanced technologies) in the construction of future 
communications networks that demand high security 
and robustness.
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the properties and performance of the comparator. Fig. 
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is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
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