
National Journal of Antennas and Propagation, ISSN 2582-2659 19Journal of VLSI circuits and systems, , ISSN 2582-1458 

RESEARCH ARTICLE WWW.VLSIJOURNAL.COM

 1.8-V Low Power, High-Resolution, High-Speed 
Comparator With Low Offset Voltage 

Implemented in 45nm CMOS Technology

 Ishrat Z. Mukti1, Ebadur R. Khan2. Koushik K. Biswas3

1-3Dept. of EEE, Independent University, Bangladesh, Dhaka, Bangladesh

AbstrAct

This paper presents the design of a comparator with low power, low offset voltage, 
high resolution, and rapid speed. The designed comparator is built on 45 𝑛𝑛𝑛𝑛 flip CMOS 
technology and runs 4.2 𝐺𝐺 samples per second at nominal voltage. It is a custom-made 
comparator for a highly linear 4-bit Flash A/D Converter (ADC). The outlined design 
can operate on a nominal supply of 1.8 V. The comparator offset voltage was elevated 
because of this mismatch. To compensate for the offset voltage, we followed a decent 
approach to design the circuits. Therefore, the offset voltage is reduced to 250𝜇𝜇𝜇𝜇. 
The designed comparator has a unity gain bandwidth of 4.2 𝐺𝐺𝐺𝐺𝐺𝐺 and a gain of 72𝑑𝑑𝑑𝑑 at 
nominal PVT, which gives us a considerable measure of authority. The dynamic power 
consumption of the comparator is 48.7𝜇𝜇𝜇𝜇. The layout of this designed comparator has 
been implemented, and the area of the comparator is 12.3 𝜇𝜇𝜇𝜇 × 15.75 𝜇𝜇𝜇𝜇. The re-
sults of pre-and post-layout simulations in various process, voltage, and temperature 
corners are shown.
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IntroductIon 
A comparator is a device that compares between two input 
signals, basically an input analog signal with a reference signal, 
and gives outputs in terms of a digital signal based on the result 
of the comparison. Comparators are widely used in various 
circuits, especially A/D converters (ADC). An ADC application 
is one that requires a quicker operating speed and reduced 
power consumption. They also aim for a reduced noise level and 
a lower offset voltage. The comparator is crucial in obtaining 
greater operating speeds and lower power consumption. The 
comparator we suggest is made using CMOS technology, which 
has strong noise immunity and low static power consumption. 
This article details the design of a comparator for use in a 
4-BIT FLASH ADC with a sampling rate of 4.2 GHz. In such a 
circumstance, the device’s accuracy should be no less than 
1/2 LSB. When the reference voltage and supply voltage are 
identical, the LSB value of an N-bit ADC is provided by the 
following formula:
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 LSB= {VDD/ (2) ^N} (1)

The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 
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Abstract

The rise of the Internet of Things (IoT) has significantly transformed modern communication 
systems by linking billions of devices and producing large volumes of data. However, 
conventional encryption methods are often too heavy for the limited processing 
capabilities and energy constraints typical of IoT devices. To address this, our study 
focuses on improving the Secure IoT (SIT) encryption algorithm—a lightweight, 64-bit 
block cipher that combines elements of Feistel structures with substitution-permutation 
networks, achieving encryption in just five rounds. Although efficient, the original SIT 
algorithm shows a security gap: a minor change in a single bit of the key can lead to 
the unintended exposure of nearly half the encrypted data. To overcome this limitation, 
we propose a refined key generation approach that modifies the structure of the fourth 
round key—identified as the most structurally unique among the five. This reconfiguration 
enhances the sensitivity of the key schedule, making the encryption more robust against 
attacks that exploit minimal key differences. We implemented the modified algorithm 
in MATLAB and assessed its performance through statistical metrics such as entropy and 
correlation. The results reveal that the improved version offers stronger image encryption, 
greater randomness, and reduced similarity between the original and encrypted data. 
To demonstrate its practical use, we evaluated the algorithm’s potential in secure 
wireless communication environments, particularly within 5G, edge computing, and smart 
IoT systems. Additionally, its lightweight nature makes it suitable for hardware-level 
implementation on FPGA or ASIC platforms, supporting secure, real-time communication 
in embedded systems. Overall, the proposed enhancement strengthens the SIT encryption 
algorithm and makes it a promising solution for next-generation IoT applications requiring 
efficient and secure data transmission.
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Introduction 

In recent years, networks have grown in importance as a 
communication tool. Consequently, the need for internet 
security has grown to be essential for safe information 
sharing. Passwords may be sent safely across extensive 
networks by using cryptography. In a cryptographic 
system, communications are encrypted and decrypted 
using sequences of operations known as cryptographic 
algorithms. The Advanced Encryption Standard is one 

of them; it is a requirement for data encryption in 
both software and hardware that is used to conceal 
important and sensitive information.[1] The one-time pad 
is an application-layer encryption method that provides 
information-theoretic security. The physical-layer secret 
key generation process is a good contender for supplying 
the random key for this method.[2, 31] The protection 
of patient data is now one of the most difficult issues 
in telemedicine as well as e-health because of the 
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A. Operational Transconductance Amplifier
OTA is a fundamental component in the majority of 
analog circuits with linear input-output characteristics. 
It is essentially identical to conventional operational 
amplifiers in which differential inputs are present. The 
primary distinction between OTA and traditional OPAMP is 
that the output of OTA is in the form of current, while the 
output of conventional OPAMP is in the form of voltage. 
The comparator has two special properties.

• Input Swing
• Output Swing

Our target is a small change of ∆VGS as if we get a sharp 
digital output in the comparator. We know, Inverter has 
a very high gain. We make the OTA stage by connecting 
a differential amplifier with an Inverter. All the MOSFETs 

of the MOSFETs was increased to four times of the nominal 
length which has provided the design with a better Noise 
Figure, PSRR, Gain, and CMRR performance.

relAted work

Over decades, the design of a comparator has been 
implemented. With the use of various process technology, 
several researchers have produced a variety of acceptable 
comparator structures for a variety of applications.

Developed a three-stage voltage comparator 
concentrated on improving comparator sensitivity and 
total gain in this design. B. Prathibha et al.[2] suggested a 
three-stage CMOS comparator with a high-speed operation 
to gain a lower static & dynamic power dissipation and a 
smaller offset voltage. Satyabrata et al.[3] compare the 
traditional comparator to the latched and hysteresis-
based comparator. Zbigniew[4] presented the design of 
a comparator for a high-linearity flash ADC, which was 
realized in a 22nm FDSOI process with a 0.8V supply. The 
architecture of a pipelined ADC mismatch insensitive 
dynamic comparator.[5] High-resolution comparators have 
also been designed utilizing offset measurement and 
a cancellation technique involving dynamic latches.[6]  
Consequently, it was suggested to build a dynamic 
comparator with high accuracy and low offset.

This paper focused on the highly linear, low offset 
voltage, high resolution, and low power performance of the 
Comparator. The comparator design given in this paper is 
designed that can be used with flash ADC.

ArchItecture of compArAtor

The comparator circuit is the essential element of every 
ADC. The total performance of the ADC is determined by 
the properties and performance of the comparator. Fig. 
1 depicts the block diagram of the proposed comparator. 
This topology comprises two blocks in it.

• OTA Stage
• Output Stage

Up to the OTA, the stage amplification of analog input 
is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
schematic of the entire idea.

Fig. 1: Block diagram of the suggested Comparator
Fig. 3: Differential Pair, OTA Stage, and Current Mirror 

for The Comparator

Fig. 2: Schematic of the 45nm CMOS-based 
Comparator
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integration of technological advancements with the 
medical industry. Adequate procedures are needed for 
the distribution of the encrypted medical picture in order 
to ensure patient privacy.[3] Sensitive data is produced 
and sent by IoT devices in large quantities. IoT security 
threats are a big worry, particularly when using cutting-
edge methods like Non-Orthogonal Multiple view (NOMA) 
approach, which allows users to view the data of other 
users. Surprisingly, NOMA-based IoT systems face threats 
to their communication from both outside listeners 
and dubious inside users. This highlights the critical 
need of using an encryption mechanism to safeguard 
communications inside IoT systems.[4, 32] The highly linked 
network of diverse gadgets known as the “IoT,” makes 
it seem as if any kind of communication—even illegal 
communication—is feasible. Due in large part to the fact 
that some classes of IoT devices have limited resources, 
traditional Internet security protocols have been shown 
to be useless in these kinds of networks, making security 
requirements for these networks more important. If we 
want to make sure that data communicated between 
a bunch of IoT devices is safe, reliable, and easy to 
retrieve, then we need secured group communication. 
SGC is a challenging undertaking since IoT devices was 
often resource-constrained, having limited memory, 
computation, energy, and power.[5]

With the exponential growth of the Internet of 
Things (IoT), the demand for lightweight and secure 
communication protocols has become more pressing 
than ever. Devices deployed in smart environments—

ranging from healthcare systems to industrial monitoring 
platforms—operate under severe constraints in 
power, memory, and processing capacity. Traditional 
cryptographic approaches are often unsuitable for these 
contexts. The improved key generation mechanism 
proposed in this study strengthens the Secure IoT (SIT) 
encryption algorithm, making it more adaptable for 
use in real-time wireless communication systems. This 
includes deployment in secure WLANs, cognitive radio 
networks, and low-latency sensor-based infrastructures, 
where encryption must be both fast and resilient to 
ensure uninterrupted and protected data exchange.[6]

New methods of internet-based communication between 
machines and people have been made possible by the 
Internet of Things. Even while sensor-driven technology 
has generally made life easier, most Internet of Things 
infrastructures have security issues. Lightweight 
encryption algorithms have been a more viable choice 
for intelligent along with sensor-based applications with 
the advent of the Internet of Things. As long as public-
key infrastructure predominates globally, symmetric key 
encryption, such Advanced Encryption Standard, has 
a lot of potential to coexist with IoT devices in smart 
homes.[33] In telemedicine, patient medical pictures must 
be sent securely and kept confidential. To increase the 
safety of medical pictures to be encrypted, integrated 
chaotic key generators is suggested to improve key 
creation and sensitivity. For both the permutation as 
well as diffusion processes, respectively, the initial 
seed for the fractional order chaos system along with 

Cryptography 

Key-based Keyless Caesar cipher 
& others 

Asymmetric 
key 

Symmetric 
key Protocols 

RSA & others Block cipher Stream cipher RC4 & others 

DES 3DES Blowfish AES Hisea & 
others

Fig.1. Cryptography Mechanisms 



Archana S Nadhan and Jeena Jacob I : Optimized Round key generation in Lightweight Secure Encryption for  
Next-Generation IoT Networks

National Journal of Antennas and Propagation, ISSN 2582-2659 19Journal of VLSI circuits and systems, , ISSN 2582-1458 

RESEARCH ARTICLE WWW.VLSIJOURNAL.COM

 1.8-V Low Power, High-Resolution, High-Speed 
Comparator With Low Offset Voltage 

Implemented in 45nm CMOS Technology

 Ishrat Z. Mukti1, Ebadur R. Khan2. Koushik K. Biswas3

1-3Dept. of EEE, Independent University, Bangladesh, Dhaka, Bangladesh

AbstrAct

This paper presents the design of a comparator with low power, low offset voltage, 
high resolution, and rapid speed. The designed comparator is built on 45 𝑛𝑛𝑛𝑛 flip CMOS 
technology and runs 4.2 𝐺𝐺 samples per second at nominal voltage. It is a custom-made 
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signals, basically an input analog signal with a reference signal, 
and gives outputs in terms of a digital signal based on the result 
of the comparison. Comparators are widely used in various 
circuits, especially A/D converters (ADC). An ADC application 
is one that requires a quicker operating speed and reduced 
power consumption. They also aim for a reduced noise level and 
a lower offset voltage. The comparator is crucial in obtaining 
greater operating speeds and lower power consumption. The 
comparator we suggest is made using CMOS technology, which 
has strong noise immunity and low static power consumption. 
This article details the design of a comparator for use in a 
4-BIT FLASH ADC with a sampling rate of 4.2 GHz. In such a 
circumstance, the device’s accuracy should be no less than 
1/2 LSB. When the reference voltage and supply voltage are 
identical, the LSB value of an N-bit ADC is provided by the 
following formula:
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 LSB= {VDD/ (2) ^N} (1)

The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 
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Lorenz system are generated via CCKG.[7] Ciphertext-
policy attributes-based encryption might enable the 
data owner to exchange his private information via the 
cloud with self-defined access structures in the context 
of the internet-assisted industrial network of Things  The 
length of the ciphertext, the cost of generating keys, 
and the decoding overhead of generic CP-ABE systems 
all rise with the variety of characteristics involved.

Furthermore, weighted qualities are not taken into 
account; only ordinary attributes are.[8, 34] Because 
IoT devices often have limited computational and energy 
capabilities more complicated encryption techniques 
are not appropriate for ensuring secure connection. The 
physical layer’s key generation offers a viable solution 
to this issue by enhancing wireless communications 
security by generating shared secret keys from noisy 
wireless channels measurements.[9] With the recent 
developments in networking and IoT  technology, the 
areas of security and privacy in IoT environments have 
gotten the most attention. IoT devices are being used to 
gather real-world person datasets; however security and 
privacy present significant challenges.[10] Cryptographic 
keys, which are lengthy random bit strings produced by 
specialized algorithms, help safeguard data by rendering 
it predictable to any potential attacker. Cryptographic 
keys find use in a wide range of cryptographic techniques 
across several domains, including cloud computing, 
fog computing, IoT, and others. Cryptographic data 
decryption and encryption methods depend on key 
generation algorithms.[11] 

A plethora of low-powered Wide Area Network methods 
have been put out recently to secure IoT gadgets with 
little power consumption but resource constraints. 
Using two-session preshared private keys, the long-
range wide-area network (LoRaWAN) is an inexpensive 
power network protocol that enables message integrity, 
authentication, and encryption. Nevertheless, while 
supporting some security features, the LoRaWAN has 
issues with key updates and session key creation.[12] 
The IoT with 5G capabilities is amazing in terms of its 
growth, impact, and potential. Some security issues 
arise from the amount of data delivered and processed 
by IoT devices that rely on coverage and connection.  

As they utilize IoT technology more often in our everyday 
lives, the risks associated with today’s internet might 
become more widespread. For IoT-based 5G network 
devices to be secure there must be increased system 
life, coverage, and connection. These mistakes provide 
gaps that allow security breaches to occur.[13] New 
advances in quantum technology have shown the flaws 
in the traditional public cryptosystem. Shor’s technique 
suggests that the use of asymmetric keys will not be 
feasible or safe in the near future, even if it can’t 
currently be used on quantum computers.[14] The IoT with 
cloud assistance is becoming more and more common 
in many industries, including healthcare. Sensitive 
information, such as private computerized medical 
records, might be readily exposed in such a situation, 
raising security risks. Because Symmetric Searchable 
Encrypted may facilitate effective search on encrypted 
data, it has been investigated extensively.[15]

Among the numerous cryptographic methods at your 
disposal, ECC stands out as a formidable tool. Users 
are required to authenticate before they may access 
any stored data or make any requests. An authorized 
user must encrypt or decrypt data inside the database 
after obtaining a key via a key generator. You can get 
whatever key you need by storing it in a key generator. 
All three levels of database encryption—rows, columns, 
and elements—use a total of 256 bits of AES encryption. 
For row-level encryption, the following method employs 
a 521-bit ECC signature; for column-level encryption, 
it employs a secured AES 256-bit random key. Elements 
in databases may be securely encrypted at the element 
level using AES and ECC signatures, ensuring their 
privacy and integrity. This method is detailed last in the 
article. To safeguard against database signature security, 
it is crucial to encrypt data both at rest and while in 
transit across our network. It is difficult to counter the 
advantages of the components level when the attacker 
obtains a key that reduces their element count by one. 
It will take hundreds, if not millions, of keys to deal with 
the downsides. The remaining sections of this document 
are organized as follows. In Section 2, we will go over a 
few publications that are relevant to the strategy that 
has been suggested. Section 3 will then include some 
early research. The recommended strategy is laid out in 
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A. Operational Transconductance Amplifier
OTA is a fundamental component in the majority of 
analog circuits with linear input-output characteristics. 
It is essentially identical to conventional operational 
amplifiers in which differential inputs are present. The 
primary distinction between OTA and traditional OPAMP is 
that the output of OTA is in the form of current, while the 
output of conventional OPAMP is in the form of voltage. 
The comparator has two special properties.

• Input Swing
• Output Swing

Our target is a small change of ∆VGS as if we get a sharp 
digital output in the comparator. We know, Inverter has 
a very high gain. We make the OTA stage by connecting 
a differential amplifier with an Inverter. All the MOSFETs 

of the MOSFETs was increased to four times of the nominal 
length which has provided the design with a better Noise 
Figure, PSRR, Gain, and CMRR performance.

relAted work

Over decades, the design of a comparator has been 
implemented. With the use of various process technology, 
several researchers have produced a variety of acceptable 
comparator structures for a variety of applications.

Developed a three-stage voltage comparator 
concentrated on improving comparator sensitivity and 
total gain in this design. B. Prathibha et al.[2] suggested a 
three-stage CMOS comparator with a high-speed operation 
to gain a lower static & dynamic power dissipation and a 
smaller offset voltage. Satyabrata et al.[3] compare the 
traditional comparator to the latched and hysteresis-
based comparator. Zbigniew[4] presented the design of 
a comparator for a high-linearity flash ADC, which was 
realized in a 22nm FDSOI process with a 0.8V supply. The 
architecture of a pipelined ADC mismatch insensitive 
dynamic comparator.[5] High-resolution comparators have 
also been designed utilizing offset measurement and 
a cancellation technique involving dynamic latches.[6]  
Consequently, it was suggested to build a dynamic 
comparator with high accuracy and low offset.

This paper focused on the highly linear, low offset 
voltage, high resolution, and low power performance of the 
Comparator. The comparator design given in this paper is 
designed that can be used with flash ADC.

ArchItecture of compArAtor

The comparator circuit is the essential element of every 
ADC. The total performance of the ADC is determined by 
the properties and performance of the comparator. Fig. 
1 depicts the block diagram of the proposed comparator. 
This topology comprises two blocks in it.

• OTA Stage
• Output Stage

Up to the OTA, the stage amplification of analog input 
is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
schematic of the entire idea.

Fig. 1: Block diagram of the suggested Comparator
Fig. 3: Differential Pair, OTA Stage, and Current Mirror 

for The Comparator

Fig. 2: Schematic of the 45nm CMOS-based 
Comparator
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Section 5, while Section 4 provides an overview. In Section 
6, we go over the security analysis. The experimental 
setting, findings, and discussion are all part of Section 
7’s evaluation of the performance analysis. By Section 8, 
the whole document comes to a close, leaving room for 
some future studies.

Related Work

The primary goal of[16] is to create a modified AES 
system that is more effective and resistant to multiple 
assaults by including basic operations. Key lengths of 
128 bytes, 192 bits, along with 256 bits are available 
with AES. The initial dissemination rate of AES is 
rather low. By including additional processes into 
the cipher cylindrical and key formation process, 
the diffusion characteristics of the basic AES may be 
enhanced. The avalanche effect is used to compare 
the diffusion properties of the suggested approach with 
the traditional AES. The enhanced avalanche effect of 
the suggested AES algorithm demonstrates its superior 
security over the traditional AES. The Zybo–Zynq Z-7010 
AP SoC research board is intended to receive the results 
of the suggested algorithm, which is run on the Vivado 
2016.2 ISE Development Suite. That study also suggests 
an enhanced AES algorithm, which was made possible by 
changing the sub-bytes operation. That modification was 
designed to increase its reliance on round keys. In order 
to strengthen the algorithm’s defense against assaults, 
the key length was increased to 256 bits. In order to 
increase the secret key rate, researchers suggested in[17]  
a combined SKG and OTP encryption technique using 
reconfigurable intelligent surfaces. To improve the 
efficiency of secure communication, they separated the 
secure transmission process into two steps: SKG as well 
as encrypted packet transfer. In the meanwhile, they 
create the best possible algorithm to assign slots of time 
for SKG in a way that maximizes its effectiveness while 
posing no security risk. In addition, they develop an OTP 
encryption key update mechanism that utilizes our SKG 
scheme. The safe and efficient generation of keys by 
our technique is confirmed by simulation findings, which 
also show a considerable improvement in the secure 
communication efficiency of an intelligent Internet of 
Things system. 

The goal of the[18] research is to protect and sensitively 
cipher the COVID-19 pictures from a CT chest scan for 
the patient with the infection. Protein key generation 
has been suggested as a means of achieving a high level 
of safety in the encryption process. The goal of that 
work is to encrypt photos using a protein key and two 
rounds of AES. The suggested method’s level of security 
has been estimated using the histogram. To assess the 

level of security for the suggested technique, four 
criteria have been chosen: Standardized Mean Changing 
Intensity, Entropy, Number of Pixels Changing Rate, and 
Correlation coefficient. This results in an entropy close 
to eight, a UACI more than 30%, a correlation coefficient 
almost zero, and an NPCR of 99.5% and higher for the 
proposed method. When compared to earlier studies, 
the findings validate that the suggested strategy delivers 
a high degree of security and sensitivity. As a result, the 
suggested technique may be regarded as an algorithm 
that has been successfully implemented to meet the 
security criteria for sending CT scans to COVID-19 
patients. A comparative research of secret key creation is 
presented in[19] article, where several PLS key generation 
techniques are used to analyze the performance of a 
secure NOMA-enabled network of Internet of Things in 
an environment of untrusted users. 

A Fully homogeneous encryption using Optimal Key 
Generating Secure Group Communications approach is 
designed for the IoT environment in the [20] article. The 
primary goal of the FHEOKG-SGC approach that is being 
discussed is to securely encrypt and route data in an 
Internet of Things context using group communication. 
In order to do it, the FHEOKG-SGC technique creates 
an encryption method based on FHE to protect data in 
an Internet of Things environment. Then, the method 
known as sine-cosine is used to pick the keys of the FHE 
technique appropriately. Concurrently, the plum tree 
technique is used to identify the paths inside the Internet 
of Things network. Lastly, a trust model is employed 
by the FHEOKG-SGC approach to enhance the safe 
communication process, as well as the management of 
keys center is used for the best possible key handling. A 
series of tests are used to evaluate the simulation-based 
evaluation of the FHEOKG-SGC approach, and the results 
are examined under different conditions. A thorough 
comparison analysis demonstrated how the FHEOKG-
SGC algorithm outperformed other contemporary 
methods. Specifically, in[21] paper, they combined PUF 
with conventional Key-based Hardware Obfuscation 
method to exploit PUF features by producing distinct 
and unclonable secret keys. they examined the PUF’s 
consistency, distinctiveness, and dependability. They also 
consider PUFs as a possible seeding for pseudo-random 
numbers generators, which would further improve 
obfuscation while reducing power and space costs. To 
further improve authentication and data encryption 
in IoT devices, the PUF-based obfuscation method is 
also integrated with the AES (Advanced Encryption 
Standard) IP core. The suggested model is protected 
against convincing side-channel assaults, SAT attacks, 
and reverse-engineering, according to experimental 
findings and NIST analysis. The suggested model is put 
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been implemented, and the area of the comparator is 12.3 𝜇𝜇𝜇𝜇 × 15.75 𝜇𝜇𝜇𝜇. The re-
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IntroductIon 
A comparator is a device that compares between two input 
signals, basically an input analog signal with a reference signal, 
and gives outputs in terms of a digital signal based on the result 
of the comparison. Comparators are widely used in various 
circuits, especially A/D converters (ADC). An ADC application 
is one that requires a quicker operating speed and reduced 
power consumption. They also aim for a reduced noise level and 
a lower offset voltage. The comparator is crucial in obtaining 
greater operating speeds and lower power consumption. The 
comparator we suggest is made using CMOS technology, which 
has strong noise immunity and low static power consumption. 
This article details the design of a comparator for use in a 
4-BIT FLASH ADC with a sampling rate of 4.2 GHz. In such a 
circumstance, the device’s accuracy should be no less than 
1/2 LSB. When the reference voltage and supply voltage are 
identical, the LSB value of an N-bit ADC is provided by the 
following formula:
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 LSB= {VDD/ (2) ^N} (1)

The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 

97

optimum authentication key construction. To further 
enhance both the local and global optimum, the cross 
entropy technique has been incorporated into the RDA of 
the CERDA approach; this leads to the best key selection 
procedure for EGPKC. In order to adequately assess the 
EGPKC-CERDA algorithm’s performance, a plethora of 
experiments were carried out and their results were 
thoroughly analyzed from many perspectives. The 
results of the experiments proved that the EGPKC-
CERDA approach was more effective. A cryptographic 
key generating approach for generating randomised keys 
based on Salp Swarm algorithm and Shannon entropy 
was developed in[25] study. The suggested technique 
for Cryptographic Key Generation makes use of salps’ 
dynamic mobility to generate strong, randomized, and 
high-quality keys that are resistant to assaults. A salp is 
transformed into an encryption key using the quantization 
technique and transfer function. The suggested method 
for Cryptographic Key Generation has been assessed 
using four transfer functions in comparison to three 
cutting-edge swarm intelligence met heuristics: particle 
swarm optimization, Bayesian Adversarial Technology, 
and grey wolf optimization. Eight distinct bit length keys 
(512, 256, 192, 128, 96, 80, and 64) were created and 
assessed in light of their use in the various encryption 
algorithms (AES, DES, SIMON, PRESENT, SPECK, as well 
as 3DES). The suggested key generation technique 
successfully generates safe cryptographic keys, as 
shown by the simulation research. The development of 
a secure, lightweight authorization component for 5G 
intelligent lamp the poles which includes information 
abstracts and advanced encryption algorithms is the 
main focus of the research presented in the [26] paper, 
which focuses on trusted methods of authentication for 
Internet of Things terminals. An encrypted application 
programming interface, or API, is created by combining 
the AES symmetric encryption method with a changeable 
key in the trusted authentication algorithm. After 
the suggested trustworthy verification technique is 
integrated into the computer module, a test platform 
is constructed to show how well it prevents typical 
network assaults. 

The team’s key agreement method was proposed 
by scholars in[27] to avoid the exposure of sensitive 
information and is used for encryption and decoding 
data sent between IoT devices. The multipolicy access, 
ciphertext storage, and hidden attribute authentication 
are all part of the key agreement mechanism. Key 
agreement is created via a collaborative network 
architecture that is edge-cloud based. The terminal has 
to use the key algorithm to create its own both private and 
public keys before it can connect to the cloud server and 
check its legitimacy. Secondly, Internet of Things (IoT) 

into practice using Basys3 FPGAs while using the fewest 
resources possible in comparison to the existing methods. 
For cloud-assisted IIoT applications, authors introduced 
the secure, efficient, as well as weighted access control 
system in.[22] The DO may create whatever fine-grained 
access architecture over weighted characteristics 
thanks to SEWAC without having to make it more 
difficult. Moreover, the ciphertext’s length would not be 
increased by such weighted features. In order to reduce 
the authority’s computing burden from processing many 
key request in the online phase—the majority of which 
are performed offline—SEWAC additionally facilitates 
online/offline key creation. The cloud bears the brunt of 
the decryption above. They have designed an effective 
batch verification approach that requires just three 
bilinear pairing procedures from the user to verify the 
accuracy of batch results, therefore guaranteeing the 
cloud’s integrity throughout the outsourced decryption 
process. Additionally, they provide the formal safety 
proof for the suggested system. Thorough comparisons 
and implementation outcomes show that SEWAC is more 
effective at achieving the following: decreased length 
of ciphertext, efficient creation of keys, guarantee of 
the result of the outsourcing decryption, with weighted 
access control. 

Physical layer key creation on Internet of Things nodes is 
made possible by the exceptionally low implementation 
complexity of the key generation strategy that 
researchers suggested in[23] paper. To increase channel 
reciprocity, they first preprocess the channel data using a 
straightforward moving average filtering method before 
applying quantization. In order to accomplish reliable 
quantization of channel measurements, a bidirectional 
variance quantization approach is then proposed. 
By not depending on quantization threshold during 
quantization, that astute technique prevents crucial 
bits from being mismatched due to measurements being 
close to quantization thresholds. Then, they propose an 
improved Cascade technique to achieve lightweight and 
effective information reconciliation. While generating 
keys, our system manages to strike a good balance 
between efficiency and reliability, and it performs 
admirably in terms of implementation difficulties and 
key randomness, according to the simulation results. For 
the aim of safeguarding privacy within the framework of 
the Internet of Things, a public-key cryptosystem called 
ElGamal was developed.[24] It makes use of an EGPKC-
CERDA key generation process, which combines a red 
deer optimization algorithm with cross entropy. Based 
on the IEEE 802.15.4 MAC standard, which includes the 
security feature in the MAC header, the EGPKC-CERDA 
method is provided. For further peace of mind, the 
MAC header employs the EGPKC technique, which uses 
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A. Operational Transconductance Amplifier
OTA is a fundamental component in the majority of 
analog circuits with linear input-output characteristics. 
It is essentially identical to conventional operational 
amplifiers in which differential inputs are present. The 
primary distinction between OTA and traditional OPAMP is 
that the output of OTA is in the form of current, while the 
output of conventional OPAMP is in the form of voltage. 
The comparator has two special properties.

• Input Swing
• Output Swing

Our target is a small change of ∆VGS as if we get a sharp 
digital output in the comparator. We know, Inverter has 
a very high gain. We make the OTA stage by connecting 
a differential amplifier with an Inverter. All the MOSFETs 

of the MOSFETs was increased to four times of the nominal 
length which has provided the design with a better Noise 
Figure, PSRR, Gain, and CMRR performance.

relAted work

Over decades, the design of a comparator has been 
implemented. With the use of various process technology, 
several researchers have produced a variety of acceptable 
comparator structures for a variety of applications.

Developed a three-stage voltage comparator 
concentrated on improving comparator sensitivity and 
total gain in this design. B. Prathibha et al.[2] suggested a 
three-stage CMOS comparator with a high-speed operation 
to gain a lower static & dynamic power dissipation and a 
smaller offset voltage. Satyabrata et al.[3] compare the 
traditional comparator to the latched and hysteresis-
based comparator. Zbigniew[4] presented the design of 
a comparator for a high-linearity flash ADC, which was 
realized in a 22nm FDSOI process with a 0.8V supply. The 
architecture of a pipelined ADC mismatch insensitive 
dynamic comparator.[5] High-resolution comparators have 
also been designed utilizing offset measurement and 
a cancellation technique involving dynamic latches.[6]  
Consequently, it was suggested to build a dynamic 
comparator with high accuracy and low offset.

This paper focused on the highly linear, low offset 
voltage, high resolution, and low power performance of the 
Comparator. The comparator design given in this paper is 
designed that can be used with flash ADC.

ArchItecture of compArAtor

The comparator circuit is the essential element of every 
ADC. The total performance of the ADC is determined by 
the properties and performance of the comparator. Fig. 
1 depicts the block diagram of the proposed comparator. 
This topology comprises two blocks in it.

• OTA Stage
• Output Stage

Up to the OTA, the stage amplification of analog input 
is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
schematic of the entire idea.

Fig. 1: Block diagram of the suggested Comparator
Fig. 3: Differential Pair, OTA Stage, and Current Mirror 

for The Comparator

Fig. 2: Schematic of the 45nm CMOS-based 
Comparator
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terminals may get the rights linked with each property 
by encrypting them and then validating them to the 
cloud. With these permissions, the terminal encrypts the 
FL algorithm’s parameters and sends them to the edge 
servers as secret variables. These ciphertext decryption 
variables are sent with the different types of FL terminals 
to the stored on the edge server. Ultimately, the shared 
model settings are downloaded and decrypted for FL 
purposes in order to train further terminal models. When 
compared to the referenced literature, the performance 
study demonstrates that model performs better in terms 
of computational difficulty and computational time. To 
circumvent the [28] problem, the authors proposed a 
blockchain-based secure information search mechanism 
(BSSMeta) in MEC. BSSMeta maintains the safety of the 
metadata finding tasks by using an autonomous key 
generation technique on the blockchain in conjunction 
with a minimal proxy re-encryption scheme. To improve 
the speed of the searching with uploading procedures, 
a buffer uploading approach and a main/secondary 
smart contracts mechanism are suggested. As a result, 
BSSMeta allows users to regulate metadata access and 
provides metadata searches in a multiuser context. 
Finally, they implement a functional prototype on the the 
Hyperledger project Fabric’s architecture and provide a 
security assessment of BSSMeta. Experiments conducted 
on different workloads have shown the feasibility and 
flexibility of BSSMeta in terms of efficiency and security. 
Security at the physical layer is often cited in the [29] 
framework as an efficient way to compel secrecy in 
Internet of Things systems. It uses wireless channel 
properties, either with or without encryption, to provide 
a secure communication method. One interesting method 
minimizes the possibility of eavesdropping by taking 
employ of the geographic decorrelation properties of 
the wireless connection and allowing registered users to 
reach an agreement on a secret key using the channel’s 
unpredictability. The connection among the channel 
samples collected by users and the noise that constantly 
interferes with wireless communications is one of the 
many factors that determine how reliable the channel-
based generation of keys process is. The secrecy key 
rate, or the greatest amount of secret bits obtained from 
each channel observation, may be used to illustrate how 
sensitive the key generation process is. In that study, 
the influence of primary channel characteristics on the 
SKR values is investigated by computing the secrecy key 
rates value via simulations run under various operating 
settings. Unlike earlier research, the secrecy key rate is 
calculated while taking into account various correlation 
values between the eavesdropper and genuine users 
across a line-of-sight wireless channel. Establishing a 
standard an asymmetric cryptography which should be 

immune to quantum computers is the main emphasis of .[30]  
In recent years, that has grown in significance. At 
now, the task of standardizing asymmetric encryption 
is almost complete. Two post-quantum encryption 
techniques that were both chosen as NIST fourth-round 
finalists were assessed for performance in that research. 
The research provided information on the efficacy and 
practicality of the decapsulation,  encapsulation, as 
well as key generation procedures by evaluating them. 
It will need more study and standardization work to 
make post-quantum encryption safe and effective. It is 
important to consider several criteria including safety 
levels, requirements for performance, key dimensions, 
and platform compatibility when choosing suitable 
post-quantum encryption techniques for particular 
applications. In the era of quantum computing, that work 
offers practitioners and researchers in post-quantum 
cryptography useful information to help them make 
decisions about which algorithms to use to safeguard 
sensitive data.

Research Gaps 

Database security is in place to keep databases safe from 
harm. This kind of security control encompasses data, 
applications that access or use stored functionalities, 
databases, database servers, and associated network 
connections. Data protection techniques employ subject 
qualifications and traits, data contents, and other 
pertinent contextual information (like time) to impose 
access control restrictions. Among the most significant 
threats to database security are inadvertent or malicious 
actions taken by authorized customers of databases, 
administrators, or network/system managers; database 
applications, structures, or security settings being 
altered or accessed by unauthorized individuals; hackers 
obtaining access to sensitive data, metadata, or database 
functionality. In addition, malware infections can cause 
a host of problems in databases, such as unapproved 
disclosure of sensitive information, loss or corruption of 
data or applications, suspension or denial of authorized 
access, assaults on other computer systems, and 
unanticipated databases service outages.

Proposed Work

A. System Model 

There are four critical steps to ensure the safety of 
data transfer in our suggested architecture. Using a 
Public Key Servers distribution strategy and combining 
parts of symmetric and asymmetric algorithms, our 
model incorporates all of these properties. When using 
symmetric cryptography, the encryption and decryption 
processes share a single key. Since there is no need to 
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high resolution, and rapid speed. The designed comparator is built on 45 𝑛𝑛𝑛𝑛 flip CMOS 
technology and runs 4.2 𝐺𝐺 samples per second at nominal voltage. It is a custom-made 
comparator for a highly linear 4-bit Flash A/D Converter (ADC). The outlined design 
can operate on a nominal supply of 1.8 V. The comparator offset voltage was elevated 
because of this mismatch. To compensate for the offset voltage, we followed a decent 
approach to design the circuits. Therefore, the offset voltage is reduced to 250𝜇𝜇𝜇𝜇. 
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IntroductIon 
A comparator is a device that compares between two input 
signals, basically an input analog signal with a reference signal, 
and gives outputs in terms of a digital signal based on the result 
of the comparison. Comparators are widely used in various 
circuits, especially A/D converters (ADC). An ADC application 
is one that requires a quicker operating speed and reduced 
power consumption. They also aim for a reduced noise level and 
a lower offset voltage. The comparator is crucial in obtaining 
greater operating speeds and lower power consumption. The 
comparator we suggest is made using CMOS technology, which 
has strong noise immunity and low static power consumption. 
This article details the design of a comparator for use in a 
4-BIT FLASH ADC with a sampling rate of 4.2 GHz. In such a 
circumstance, the device’s accuracy should be no less than 
1/2 LSB. When the reference voltage and supply voltage are 
identical, the LSB value of an N-bit ADC is provided by the 
following formula:
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 LSB= {VDD/ (2) ^N} (1)

The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 
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generate key pairs when using a symmetric approach, the 
whole procedure is often quicker due to the shared key. 
Public Key Cryptography and Asymmetric Cryptography 
are two sides of the same coin; the former uses a single 
key for both encryption and decryption. The suggested 
model implemented subsequence cryptographic 
procedures and set up a secure channel. The primary 
objective is the efficient and safe conveyance of data 
and instructions between the IoT and a user, with the 
utmost attention to protecting confidentiality, integrity, 
and authentication. At the outset, all entities (Internet 
of Things devices, user devices, etc.) must register with 
the Public Key Server by providing its Public Key—a 
function of Elliptic Curve Cryptography—and its Mac 
Address—a parameter that is unique for each individual—
as inputs. We skip the signup step if you are already 
registered. After that, in order to prevent eavesdropping 
and attacks like MITM, the user and the IoT device 
will exchange public keys securely after appropriate 

authentication. After the Public Key exchange goes 
through, the two parties will settle on a single secret 
key that was calculated using the Elliptic Curve Diffie-
Hellman algorithm. The Advanced Encryption Standard 
(AES) encryption method, which encrypts and decrypts 
instructions and data delivered over the network, will 
use the Shared Private Key as an input.

B. ECDH

Lipizzare curve Earle Conway Hellman (ECDH) Lipizzare 
curve Key agreement protocols like Elliptic Curve 
Cryptography (ECDH) enable two parties to create a 
shared key using the public-private key combinations 
that were established using Elliptic Curve Cryptography 
(ECC).

By locating an area on the curve and applying the 
format, Alice and Bob are able to produce key Paris 
using ECC: with a prime number ‘p’ which is  

Fig.3: Working Flow of Hybrid Encryption Model
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A. Operational Transconductance Amplifier
OTA is a fundamental component in the majority of 
analog circuits with linear input-output characteristics. 
It is essentially identical to conventional operational 
amplifiers in which differential inputs are present. The 
primary distinction between OTA and traditional OPAMP is 
that the output of OTA is in the form of current, while the 
output of conventional OPAMP is in the form of voltage. 
The comparator has two special properties.

• Input Swing
• Output Swing

Our target is a small change of ∆VGS as if we get a sharp 
digital output in the comparator. We know, Inverter has 
a very high gain. We make the OTA stage by connecting 
a differential amplifier with an Inverter. All the MOSFETs 

of the MOSFETs was increased to four times of the nominal 
length which has provided the design with a better Noise 
Figure, PSRR, Gain, and CMRR performance.

relAted work

Over decades, the design of a comparator has been 
implemented. With the use of various process technology, 
several researchers have produced a variety of acceptable 
comparator structures for a variety of applications.

Developed a three-stage voltage comparator 
concentrated on improving comparator sensitivity and 
total gain in this design. B. Prathibha et al.[2] suggested a 
three-stage CMOS comparator with a high-speed operation 
to gain a lower static & dynamic power dissipation and a 
smaller offset voltage. Satyabrata et al.[3] compare the 
traditional comparator to the latched and hysteresis-
based comparator. Zbigniew[4] presented the design of 
a comparator for a high-linearity flash ADC, which was 
realized in a 22nm FDSOI process with a 0.8V supply. The 
architecture of a pipelined ADC mismatch insensitive 
dynamic comparator.[5] High-resolution comparators have 
also been designed utilizing offset measurement and 
a cancellation technique involving dynamic latches.[6]  
Consequently, it was suggested to build a dynamic 
comparator with high accuracy and low offset.

This paper focused on the highly linear, low offset 
voltage, high resolution, and low power performance of the 
Comparator. The comparator design given in this paper is 
designed that can be used with flash ADC.

ArchItecture of compArAtor

The comparator circuit is the essential element of every 
ADC. The total performance of the ADC is determined by 
the properties and performance of the comparator. Fig. 
1 depicts the block diagram of the proposed comparator. 
This topology comprises two blocks in it.

• OTA Stage
• Output Stage

Up to the OTA, the stage amplification of analog input 
is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
schematic of the entire idea.

Fig. 1: Block diagram of the suggested Comparator
Fig. 3: Differential Pair, OTA Stage, and Current Mirror 

for The Comparator

Fig. 2: Schematic of the 45nm CMOS-based 
Comparator
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a. Modp will be used for all operations. 
b. Each user’s private key is a string of seemingly 
random integers. The private key d_A belongs to Alice 
while the secret key d_s belongs to Bob. 
c. As an elliptic curve, the largest point is “G.” 
d. Q_A (Alice’s Pubic Key) is the public key that both 
Alice and Bob will use.  X G 
 Public Key) 

Subsequently, Bob and Alice will trade public keys. 
To find the shared secret key, they’ll each utilize the 
other’s public key & their own private key. Alice’s Shared 
Key SharedKey 

C. Modified AES

Advanced Encryption Standard (AES) is a symmetric-
key block cypher technique that is both highly secure 
and notoriously difficult to decipher. Figure 6 indicates 
that AES employs three block ciphers with a constant 
amount of 128 bits, keys having sizes of 192 bits and 
256 bits, and more. There is no restriction to the size 
of a key, however there is a limitation of 256 bits for 
a block. The Data Encryption Standard, or DES, Feistel 
networks are not used in the AES architecture; instead, 
it relies on substitution-permutation networks (SPNs). 
This paper suggests an enhanced AES algorithm that uses 
round keys more heavily in the sub-bytes operation. This 
ensures that even minor changes in key are detected in 
the cipher.

Session key random number 

Symmetric key generator 

Pseudo random number generator 

AES  Encryption engine 

Input data Encrypted 
data 

Fig.4: AES for Encryption and Decryption 

In order to offer various keys with various cascading 
levels, the suggested approach utilizes the diffusion of 
the AES algorithm with a cascading technique. It employs 
a 200-bit plaintext and a 400-bit key, which is split into 
two equal halves. Instead of ten rounds, the new method 
uses a cascaded format with just five. This will reduce 
the AES’s time complexity by removing the mix column 
twice.

Modifications to the suggested algorithm include:

Cascading technique: While the original AES did not 
incorporate any cascading concepts, the proposed 
algorithm incorporates them for two rounds, each 
utilizing a different key. This increases the algorithm’s 
security, and every one of the two transmitted 
layers only requires five rounds. This means that the 
algorithm’s time complexity may drop from 2^48 to 2^16 
if MixColumn were to be removed twice.

Structure of the AES (Fig. 3)

•	 Half of the 400-bit key is 200 bits, while the other 
half is 200 bits. Making two separate keys for each 
iteration of the cascaded encryption approach would 
render the encryption process more resistant against 
Brute force attacks. 

•	 The suggested method encrypts the identical 
plaintext twice, once using the AES technique and 
once with a different key. 

•	 Every encryption cycle now only requires 5 rounds 
instead of 10 before. 

•	 As a result, the method is able to reduce the time it 
takes to encrypt data since it skips over MixColumn 
twice.

Rows in Figure 3 are labeled as

•	 Ri=(di1 ∥di2 ... dim),i=1,2,…,m

•	 Cj=(d1j ∥d2j ... d_nj),j=1,2,…,n

• Here, we’ve started with a 200-bit plaintext and a 
400-bit key. 

• To handle all 200 bits of plain text concurrently, the 
size of the state array is adjusted from 4x4 to 5x5. 
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IntroductIon 
A comparator is a device that compares between two input 
signals, basically an input analog signal with a reference signal, 
and gives outputs in terms of a digital signal based on the result 
of the comparison. Comparators are widely used in various 
circuits, especially A/D converters (ADC). An ADC application 
is one that requires a quicker operating speed and reduced 
power consumption. They also aim for a reduced noise level and 
a lower offset voltage. The comparator is crucial in obtaining 
greater operating speeds and lower power consumption. The 
comparator we suggest is made using CMOS technology, which 
has strong noise immunity and low static power consumption. 
This article details the design of a comparator for use in a 
4-BIT FLASH ADC with a sampling rate of 4.2 GHz. In such a 
circumstance, the device’s accuracy should be no less than 
1/2 LSB. When the reference voltage and supply voltage are 
identical, the LSB value of an N-bit ADC is provided by the 
following formula:
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 LSB= {VDD/ (2) ^N} (1)

The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 
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In order to complete the encryption process, the matrix 
model is crucial. A 4×4 matrix was created and used on 
the raw data. In order to implement encryption, each 
input stream is split into blocks of 16 bits. There are two 
distinct iterations of key creation for every 16-bit input 
block. Data mapping makes use of a generator for the 
hexadecimal number system.

KEY GENERATION

Both phases of the key building model must process the 
input blocks for key creation to be complete.

Producing safe secrets has been greatly aided by key 
construction. Encryption strength is dependent on the 
production of strong keys. Without the key, the whole 
security system would collapse, and outsiders would be 
able to access sensitive information. We are generating 
keys in a block-wise fashion. Each data block has its own 
unique key.

Data entry: Data secrecy, data integrity, authorization, 
and non-repudiation are at the heart of contemporary 
cryptography, which is a subfield of network security 
that focuses on building and analyzing protocols to 
prevent third parties or the public from studying private 
messages. We can look at an example of the suggested 
technique in action and see that it works for input data of 
any length. There are 16-bit blocks in the input data that 
are used for processing. Create a 4×4 matrix and place 
the cells in the correct spots. Numbers ranging from zero 
to fifteen are filled into each cell of the matrix.

Round 1

The process of creating a key began at this point; the 
values chosen as a key are from the 4×4 matrix’s left 
diagonal. The value at the location (0,0)^”th” is crucial 
for the X_0 row. Also, every four bits of data requires a 
new key.

In order to generate a key for the first round, we’ll use 
16-bit block X. Out of the 16 bits of input, the key is set 
as,

X0→X((0,0)),X1→X((1,1)),X2→X((2,2)),X3→X((3,3))

For R1, the values located on the left diagonal are 
crucial. X0, X1, X2, and X3 were all computed in round 1 
using the following formulas:

Appropriate values have been examined and applied to 
the aforementioned formula. You may expect,

R1 stands for the first round. To illustrate the key generating 
process using round 1, Equation 5 was used.

Round 2

The values on the right side of the 4×4 matrix are crucial 
for the second round. An important element of the X_0 
row is the (0,3)^”th” matrix’s positioned values. A key 
is used for the X_1 (1,2)^”th “positioned value. Keys 
have also been produced for every four bits in the same 
manner.

For the second round, we’ll use 16-bit block X to generate a 
key, which contains the following 16 bits of data,

Key R2 values are those located on the right diagonal. The val-
ues of X0, X1, X2, and X3 have been determined in round 2 
using the key, and the following formulas are

After plugging the matrix X values into the previous 
calculation, the output is,
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A. Operational Transconductance Amplifier
OTA is a fundamental component in the majority of 
analog circuits with linear input-output characteristics. 
It is essentially identical to conventional operational 
amplifiers in which differential inputs are present. The 
primary distinction between OTA and traditional OPAMP is 
that the output of OTA is in the form of current, while the 
output of conventional OPAMP is in the form of voltage. 
The comparator has two special properties.

• Input Swing
• Output Swing

Our target is a small change of ∆VGS as if we get a sharp 
digital output in the comparator. We know, Inverter has 
a very high gain. We make the OTA stage by connecting 
a differential amplifier with an Inverter. All the MOSFETs 

of the MOSFETs was increased to four times of the nominal 
length which has provided the design with a better Noise 
Figure, PSRR, Gain, and CMRR performance.

relAted work

Over decades, the design of a comparator has been 
implemented. With the use of various process technology, 
several researchers have produced a variety of acceptable 
comparator structures for a variety of applications.

Developed a three-stage voltage comparator 
concentrated on improving comparator sensitivity and 
total gain in this design. B. Prathibha et al.[2] suggested a 
three-stage CMOS comparator with a high-speed operation 
to gain a lower static & dynamic power dissipation and a 
smaller offset voltage. Satyabrata et al.[3] compare the 
traditional comparator to the latched and hysteresis-
based comparator. Zbigniew[4] presented the design of 
a comparator for a high-linearity flash ADC, which was 
realized in a 22nm FDSOI process with a 0.8V supply. The 
architecture of a pipelined ADC mismatch insensitive 
dynamic comparator.[5] High-resolution comparators have 
also been designed utilizing offset measurement and 
a cancellation technique involving dynamic latches.[6]  
Consequently, it was suggested to build a dynamic 
comparator with high accuracy and low offset.

This paper focused on the highly linear, low offset 
voltage, high resolution, and low power performance of the 
Comparator. The comparator design given in this paper is 
designed that can be used with flash ADC.

ArchItecture of compArAtor

• OTA Stage
• Output Stage

Up to the OTA, the stage amplification of analog input 
is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
schematic of the entire idea.

Fig. 1: Block diagram of the suggested Comparator
Fig. 3: Differential Pair, OTA Stage, and Current Mirror 

for The Comparator

Fig. 2: Schematic of the 45nm CMOS-based 
Comparator
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Matrix R2 depicts the second round of key creation. When 
building keys, the subtraction operation is crucial. It is proper 
to deduct the results of round 2 from those of round 1.

Plain text 

Encrypted text Cipher text 
Key 2 

Fig.5. Two Round Keys in AES

C. �The MixColumn polynomials equation is transformed 
into 2X^4+4X^3+3X^2+X+1. Also, instead of 4*4, the 
polynomial matrix becomes 5*5. This.
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Fig 7: A matrix of inverse polynomials

D. AddRoundKey: The rise from 44 to 55 words is due to 
the increase in the amount of round key operations.

3.	 Omissions of MixColumn: The key reason for the 
decrease in time complexity in our suggested 
approach is the omission of MixColumn twice from 
the overall algorithm. (2^48 – 2^16).

Header Seq. No. Data

Header Seq. No. Data ICV

AES-GCM Encryption 

C
ipher 
text 

Plain text

AAD

IV

Authentication 
tag 

Fig.8. AES GCM Encyrption Mode 

Plaintext 
KEY=FECDBA1357924680ABCDEF1234567890FEDCBA0 
The initial round of cascade uses keyl 
to encrypt the plaintext, as shown by 
KEY1=FECDBA1357924567890ABCDEF123.
The bottom half of a key is used in yet another 
cascading cycle as

KEY2  FEDCBA0987654321AB

The second key is used to encrypt the plaintext once 
again.

2 . �Our proposed method takes use of a 200-bit block 

A. �SubByte: Modification: This modification is unaffected 
by changes in the plaintext’s size.

B. �ShiftRow: The suggested technique does a 5 ShiftRow 

Table1: Before ShiftRow Operation:

size rather than the original 128-bit block. To include 
exactly 200 bits in one state array, for instance, the 
dimension of a state array is increased from 4*4 of 
5*5, which causes changes to the stages of each 
round.

operation rather than a 4 shift operation since the 
plaintext has changed. 4. Increase in key size: The algorithm’s security is 

enhanced by increasing the key’s size from 128 bits 
to 400 bits. Here, a 400-bit key is divided into two 
200-bit keys.

Table2: After ShiftRow Operation
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IntroductIon 
A comparator is a device that compares between two input 
signals, basically an input analog signal with a reference signal, 
and gives outputs in terms of a digital signal based on the result 
of the comparison. Comparators are widely used in various 
circuits, especially A/D converters (ADC). An ADC application 
is one that requires a quicker operating speed and reduced 
power consumption. They also aim for a reduced noise level and 
a lower offset voltage. The comparator is crucial in obtaining 
greater operating speeds and lower power consumption. The 
comparator we suggest is made using CMOS technology, which 
has strong noise immunity and low static power consumption. 
This article details the design of a comparator for use in a 
4-BIT FLASH ADC with a sampling rate of 4.2 GHz. In such a 
circumstance, the device’s accuracy should be no less than 
1/2 LSB. When the reference voltage and supply voltage are 
identical, the LSB value of an N-bit ADC is provided by the 
following formula:
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 LSB= {VDD/ (2) ^N} (1)

The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 
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Fig 9. The schematic diagram illustrates the en-
hanced round key generation process within the 

improved SIT encryption algorithm.

The above diagram illustrates how the enhanced Secure 
IoT (SIT) encryption algorithm with improved round key 
generation can be integrated within various wireless 
communication environments. It shows data flow from 
IoT edge devices through secure encryption modules 
before transmission over networks such as secure WLAN, 
5G/6G, and cognitive radios. The figure emphasizes 
real-time encryption efficiency and compatibility with 
constrained-resource nodes, making it suitable for 
modern smart communication ecosystems.

Results & Discussion 

With the use of AES, Serpent, and ECC, this study 
proposes a new method for healthcare IoT systems. 
Healthcare data is better protected by the suggested 
system. When encrypting data using the suggested 
approach, the symmetric keys are encrypted using the 
current timestamp.This study provides evidence of the 
effectiveness of the suggested strategy via security 
analysis and performance comparisons. The results prove 
without a doubt that the suggested hybrid encryption 
technique outperforms the current gold standard. 

The algorithm’s performance is evaluated by applying 
the idea to the MATLAB simulator. This yields the results 
of the technique that is most suitable for the encryption 
protocol. In the following experiments, we tested this 
method in action, evaluating its efficacy in terms of 
processing time, data size, and the various encryption 
and decryption techniques we used. Results from a basic 
encryption technique with the key method for evaluating 
computation results were used in the Matlab Simulation 
test of utilizing the IoT features of implementing sky 
mote. The relationship between encryption time and 
data packet size is clearly positive. Both encryption 

techniques take about the same amount of time to 
decrypt a packet with a 2M size. The suggested approach 
in AES and ECC slows down encryption performance as 
packet size rises, however.

Fig.10. Energy Cost Modeling 

In order to obtain a good degree of security, the 
available literature uses the ECC encryption technique 
for all plaintext. This study discusses the simultaneous 
use of ECC and AES for message encryption. Even 
though AES has much worse security than the ECC 
technique, this work utilizes AES to encrypt part of 
the plaintext communications and the keys to AES with 
a lower degree of security and ECC to encrypt part of 
the plaintext messaging with AES keys with a greater 
level of security. An adversary may decipher an AES-
encrypted communication, but they will only be able 
to decipher about half of the information. As a result, 
the suggested algorithm’s security is quite similar to the 
proposed algorithm. By combining the findings of the 
simulations with the method improvements presented 
in this research, it is possible to accomplish quicker 
calculation while maintaining the same level of security 
as the approach in reference.

  Fig.11:  Key Generation Time 
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A. Operational Transconductance Amplifier
OTA is a fundamental component in the majority of 
analog circuits with linear input-output characteristics. 
It is essentially identical to conventional operational 
amplifiers in which differential inputs are present. The 
primary distinction between OTA and traditional OPAMP is 
that the output of OTA is in the form of current, while the 
output of conventional OPAMP is in the form of voltage. 
The comparator has two special properties.

• Input Swing
• Output Swing

Our target is a small change of ∆VGS as if we get a sharp 
digital output in the comparator. We know, Inverter has 
a very high gain. We make the OTA stage by connecting 
a differential amplifier with an Inverter. All the MOSFETs 

of the MOSFETs was increased to four times of the nominal 
length which has provided the design with a better Noise 
Figure, PSRR, Gain, and CMRR performance.

relAted work

Over decades, the design of a comparator has been 
implemented. With the use of various process technology, 
several researchers have produced a variety of acceptable 
comparator structures for a variety of applications.

Developed a three-stage voltage comparator 
concentrated on improving comparator sensitivity and 
total gain in this design. B. Prathibha et al.[2] suggested a 
three-stage CMOS comparator with a high-speed operation 
to gain a lower static & dynamic power dissipation and a 
smaller offset voltage. Satyabrata et al.[3] compare the 
traditional comparator to the latched and hysteresis-
based comparator. Zbigniew[4] presented the design of 
a comparator for a high-linearity flash ADC, which was 
realized in a 22nm FDSOI process with a 0.8V supply. The 
architecture of a pipelined ADC mismatch insensitive 
dynamic comparator.[5] High-resolution comparators have 
also been designed utilizing offset measurement and 
a cancellation technique involving dynamic latches.[6]  
Consequently, it was suggested to build a dynamic 
comparator with high accuracy and low offset.

This paper focused on the highly linear, low offset 
voltage, high resolution, and low power performance of the 
Comparator. The comparator design given in this paper is 
designed that can be used with flash ADC.

ArchItecture of compArAtor

The comparator circuit is the essential element of every 
ADC. The total performance of the ADC is determined by 
the properties and performance of the comparator. Fig. 
1 depicts the block diagram of the proposed comparator. 
This topology comprises two blocks in it.

• OTA Stage
• Output Stage

Up to the OTA, the stage amplification of analog input 
is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
schematic of the entire idea.

Fig. 1: Block diagram of the suggested Comparator
Fig. 3: Differential Pair, OTA Stage, and Current Mirror 

for The Comparator

Fig. 2: Schematic of the 45nm CMOS-based 
Comparator
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where devices need to communicate securely without 
draining their limited power or processing capabilities. 
On top of that, this encryption scheme is highly suitable 
for implementation in hardware, such as FPGAs or 
ASICs. That means it can be built directly into devices 
for faster, real-time encryption with lower energy use—
perfect for applications in remote or energy-constrained 
environments. Looking ahead, building a prototype 
using an FPGA could help showcase just how scalable 
and responsive this method is for real-time use. In short, 
the proposed enhancement not only strengthens data 
protection but also aligns well with the needs of future 
IoT ecosystems, offering a practical and secure solution 
for the next generation of connected technologies.
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AbstrAct

This paper presents the design of a comparator with low power, low offset voltage, 
high resolution, and rapid speed. The designed comparator is built on 45 𝑛𝑛𝑛𝑛 flip CMOS 
technology and runs 4.2 𝐺𝐺 samples per second at nominal voltage. It is a custom-made 
comparator for a highly linear 4-bit Flash A/D Converter (ADC). The outlined design 
can operate on a nominal supply of 1.8 V. The comparator offset voltage was elevated 
because of this mismatch. To compensate for the offset voltage, we followed a decent 
approach to design the circuits. Therefore, the offset voltage is reduced to 250𝜇𝜇𝜇𝜇. 
The designed comparator has a unity gain bandwidth of 4.2 𝐺𝐺𝐺𝐺𝐺𝐺 and a gain of 72𝑑𝑑𝑑𝑑 at 
nominal PVT, which gives us a considerable measure of authority. The dynamic power 
consumption of the comparator is 48.7𝜇𝜇𝜇𝜇. The layout of this designed comparator has 
been implemented, and the area of the comparator is 12.3 𝜇𝜇𝜇𝜇 × 15.75 𝜇𝜇𝜇𝜇. The re-
sults of pre-and post-layout simulations in various process, voltage, and temperature 
corners are shown.
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IntroductIon 
A comparator is a device that compares between two input 
signals, basically an input analog signal with a reference signal, 
and gives outputs in terms of a digital signal based on the result 
of the comparison. Comparators are widely used in various 
circuits, especially A/D converters (ADC). An ADC application 
is one that requires a quicker operating speed and reduced 
power consumption. They also aim for a reduced noise level and 
a lower offset voltage. The comparator is crucial in obtaining 
greater operating speeds and lower power consumption. The 
comparator we suggest is made using CMOS technology, which 
has strong noise immunity and low static power consumption. 
This article details the design of a comparator for use in a 
4-BIT FLASH ADC with a sampling rate of 4.2 GHz. In such a 
circumstance, the device’s accuracy should be no less than 
1/2 LSB. When the reference voltage and supply voltage are 
identical, the LSB value of an N-bit ADC is provided by the 
following formula:

KEYWORDS: 
 comparator,  
gain,  
offset voltage,  
cadence, 
spectre.

ARTICLE HISTORY: 
Received xxxxxxxxxxxx
Accepted xxxxxxxxxxxx
Published xxxxxxxxxxxx

DOI:
https://doi.org/10.31838/jvcs/06.01. 03 
 
 
 
 
 
 
 
 

 LSB= {VDD/ (2) ^N} (1)

The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 
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